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Introduction
The EU’s General Data Protection Regulation (GDPR) is the result of work by the EU to bring data protection
legislation into line with the new, previously unforeseen ways that data is now used.
Currently, the UK relies on the Data Protection Act 1998, but this will be superseded by the new legislation.
The new law introduces tougher fines for non‐compliance and breaches, and gives people more say over what
companies can do with their data.
The changes to the regulations impact on everyone and The Spencer Academies Trust is working hard in
advance of the deadline to ensure we are ready for implementation. This handbook has been prepared
accordingly and includes the salient information required to manage GDPR in Trust schools.
Handbook content
Handbook content has been collated from sources including:
•

ICO briefing materials available at https://ico.org.uk/for‐organisations/guide‐to‐the‐general‐data‐
protection‐regulation‐gdpr/

•

The Department for Education GDPR Toolkit available at
https://www.gov.uk/government/publications/data‐protection‐toolkit‐for‐schools

•

The Information and Records Management Society (IRMS) Information Management Toolkit for Schools
available at http://irms.org.uk/page/SchoolsToolkit

Additional materials including policy and consent drafts have been prepared by Browne Jacobson. The rights to
use these materials is retained by Browne Jacobson, and for this reason no part of this handbook or other
Trust GDPR documentation should be copied or reproduced without consent.

What do you need to know?
The Department for Education Toolkit sets out the level of engagement that should be expected from all staff
in the organisation, and from those with roles specialised to data handling. These expectations are
summarised in the table below.
Categorisation

For example:

What do you need to know?

Training offer

All staff

Midday supervisors,
caretakers, Estates
teams, and some
teaching assistants

What personal data is; what
‘processing’ means in the
broadest form; duties to be
considered required when in
handling personal information;
processes for use of personal
information; the risks of data
getting into the wrong hands;
responsibilities regarding
responding to a data breach

Internal training – Level 1

Staff who can
‘influence how
data is used,
processed and
secured’

Higher level teaching
assistants, teaching
staff, office staff, site
administrators,
information and
communications
technology (ICT) staff
and technical support
staff, LGB members
and Chairs of LGBs

Engage with ensuring there is a
legitimate lawful basis for
processing data; be engaged in
discussions about identification
and mitigation of risks and
understand the governance
arrangements that oversees the
management of risks. Understand
security and other policies that
help to manage risk within the
organisation and understand
breach an breach notification
processes

Internal training – Level 2
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SLT members,
curriculum
leads, business
managers, ICT
leads and data
managers and
MAT executive
teams

Senior leadership team
(SLT), network
managers and business
managers, Principals
and Directors

Be aware of the content of GDPR
and the Data Protection Bill to
the extent that they can manage
compliance and accountable and
transparent working across the
organisation. Ensure that the
principles of data minimisation
and privacy by design are
adhered to by all parties, and that
contracts with data processors
cover the relevant areas of data
protection.

Virtual College training,
plus internal training

GDPR training and practice guidance within The Spencer Academies Trust GDPR follows this three‐step
categorisation. You will be offered training at an appropriate level to your role within the organisation, with
signposting for those asked to deal with GDPR decision‐making at a level beyond that for which they have
been prepared.
The GDPR Handbook is designed to sit alongside the training offer and to provide a daily guide to data use and
information security across The Spencer Academies Trust.
The Handbook remains in draft until 25.5.2018 and will be open for consultation until that time. Additional
inclusions are welcome, with the handbook to be regularly updated to reflect evolving guidance and practice in
schools thereafter.
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GDPR at Spencer
The Trust is taking changes to Data Protection requirements very seriously. The appropriate mechanisms have
been set up in schools to ensure that we are compliant; that we collect and use data responsibility, and that
the information necessary to run Trust schools and to deliver on our education mission will be collected,
stored and disposed of in accordance with the law.
The Trust will publish a number of new policy, consent and guidance documents ahead of the changes coming
into force, which will outline what the changes mean to students and parents. We will make the changes to
our physical and cyber‐security working practices which will ensure that data processed in school will remain
safe for the future. Lastly, we will share the Trust‐wide training and certification to give all staff the confidence
that they are working in the right way.

Contacts
Under the GDPR, Spencer is required to nominate a Data Protection Officer (DPO), whose identity is shared
with the Information Commissioner’s Office (ICO). The Information Commissioner’s Office is the organisation
responsible for implementing and upholding the GDPR in the UK, and the ICO website is a particularly useful
guide to GDPR practice.
The Trust DPO is Stephen Mitchell.
A team around the DPO has been appointed and includes Trust Head of Governance and Compliance Kate
Godfrey. Any enquiries or questions about GDPR working practice can be sent to Kate on
k.godfrey@satrust.com.
A Data Protection lead has been appointed in each Trust Academy. The nominated points of contact are
copied below, and a description of the data lead role provided in the appendices.

Primary Academies

Academy Name

Point of Contact

Chetwynd Primary Academy

Lorraine Tonks

Fairfield Primary Academy

2017 – 18 Martin Stephens
2018 – 19 Cat Griffiths

Glenbrook Primary Academy

Andrea Ogando

Inkersall Primary Academy

2017 – 2018 Rachel Bailey
2018 – 2019 Martin Stephens

Secondary and Sixth Form

Osmaston Primary School
(Awaiting conversion)

Suzie Simpson

Portland Spencer Academy

Deborah Batterbee

Sunnyside Spencer Academy

Inez Webb

Wyndham Primary Academy

Paul Lowther

Derby Moor Academy

Rafit Ul‐Nisa

George Spencer Academy

Deborah Brett

Heanor Gate Science College

Kerry Broderick

John Port Spencer Academy

Marie Walker‐Endsor

Long Field Academy

Chris Haggett
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About GDPR
‘GDPR’ stands for the General Data Protection Regulation. The GDPR is a regulation introduced under EU law
and designed to ensure data protection and privacy for all individuals within the European Union. As part of
this, it will enter into force as part of UK law from 25 May 2018.
The GDPR applies to all organisations collecting data within the EU (known as ‘data processors’) and is
designed to make sure that the data collected is used safely and appropriately. Within The Spencer Academies
Trust, the Trust is the Data Processor. Schools work together across the Trust to use data appropriately, but it
is the Trust which will ultimately be responsible for any misuse of data (known as a ‘breach).
The GDPR is based on the identification and protection of a number of ‘data rights.’ These rights define the
ways in which an individual can understand and manage the information that an organisation keeps about
them.
The ‘data rights’ given additional protection under the GDPR are set out below.

Data rights under GDPR
The GDPR is based on the concept of data ‘rights,’ which include:
•
•
•
•
•
•
•

The right to be informed
The right of access;
The right to rectification
The right to erasure
The right to restrict processing
The right to data portability
The right to object

•

Rights in relation to automated decision making and profiling

Any changes made to working practice within the Trust are designed to help us deliver on these rights.
What does this mean in practice?

The right to be informed
•

The right to be informed means that individuals have the right to be informed about the collection and
use of their personal data.
This means: we have to keep a detailed record at school and Trust level of the personal data that we
collect and ‘process.’ (Process means use in a way that creates or changes personal data in any way).
When we collect personal data, we need to explain the purpose of doing so, and the use to which it will
be put. This knowledge then underpins the other data rights that belong to individuals – for example,
the right to ask for data to be deleted, or for a copy of records to be shared.

•

The right of access means that we must provide individuals with information including: our purposes for
processing their personal data, oour retention periods for that personal data, and who it will be shared
with. This is called ‘privacy information’.
This means: the Trust is required to introduce new Data Protection and Information Retention
guidance, to ensure that records are deleted after the right amount of time. This information is
available on our website, in the ‘Data Protection’ section under ‘Key Information:’ however, the picture
is complicated as the range of records kept by schools is greater than in most sectors, and we may have
statutory obligations to retain records in some cases up to a child’s 25th birthday. It may be that schools
have questions about retention periods for specific local records. These questions should be referred to
the Trust Head of Governance at k.godfrey@satrust.com, will be answered on a case by case basis and
the guidance updated. We are also required to publish ‘privacy statements’ which can be found on the
trust website.

•

The right to be informed entails that the Trust must provide privacy information to individuals at the
time you collect their personal data from them.
The Trust shares privacy information including how long we will store different types of pupil records as
a matter of course. As an education charity, we hold personal data from students for which there is a
statutory basis: for example, we are required to hold a home address. We do not regularly seek
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additional data beyond that which is held in school. Where additional data is collected (for example,
email identities from parents and carers who have requested to be part of a school mailing list) this
data will always be held subject to direct consent and on the basis of privacy information supplied at
the time of collection.
•

If personal data is obtained from other sources, you must provide individuals with privacy information
within a reasonable period of obtaining the data and no later than one month.
The Trust will not process personal data from sources outside the Trust or from home but will always
seek consent from the individuals to whom it belongs, or where appropriate from their parents and
carers.

The right of access
•

The right to access means that individuals have the right to access their personal data and
supplementary information. It allows individuals to be aware of and verify the lawfulness of processing.
This means: until now the Trust has had the right to charge as part of recouping the costs involving in
copying and preparing data required under a Subject Access Request (SAR). From 2018 this information
must be provided free of charge, although a ‘reasonable fee’ can be levied if the request is unfounded,
excessive or repetitive. The fee must be based on the administrative cost of providing the information.
Information should be provided without delay and usually not more than one month after receiving the
request. An extension of a further two months can be requested where requirements are complex or
numerous. Where this is the case, the individual making the request must be informed within one
month of initial contact.
Where a request is made for a large quantity of information about an individual, the GDPR permits an
organisation to ask the individual to specify the information the request relates to (Recital 63). The
GDPR does not include an exemption for requests that relate to large amounts of data, but the Trust
may be able to consider whether the request is manifestly unfounded or excessive.
Please note: Freedom of Information and Subject Access Requests made to member schools of The
Spencer Academies Trust are the responsibility of the central Team around the DPO. Any requests
which should be received under data protection legislation should be forwarded to the Head of
Governance at k.godfrey@satrust.com and support will offered to ensure that requests are properly
received and responded to.

The right of rectification
•

The right to rectification means that individuals have the right to have inaccurate or incomplete data
corrected.
This means: individuals can make a request to the Trust to have their data corrected or added to. This
request can be made verbally or in writing and should be responded to within one calendar month. The
individual should be informed when a change made at their request has been carried through. A
request can be refused under certain circumstances, which include accuracy of previous data and
vexatious or excessive requests.
Any request for rectification of data should be passed to the Team around the DPO to approve prior
to action.

The right to erasure / right to restrict processing
•

The rights to erasure and to restrict processing means that under some circumstances individuals may
have the right to have personal data erased, or to ask for a limitation on the way that data is used
within the Trust
This means: where there is no statutory basis to retain data, individuals may ask to have their records
deleted or restricted. These rights are primarily designed for marketing companies who retain data on
mailing lists, and otherwise where data is only retained on the basis of consent, but Trust staff are
required to be aware of the right and prepared to respond if required.
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Any request for erasure of data or restriction of data processing should be passed to the Team
around the DPO to approve prior to action.

The right to data portability
•

The right to data portability allows individuals to obtain and reuse their personal data – for example, to
stop them having to input multiple information when looking for the best deals online
This means: the right to data portability is unlikely to be invoked at Trust level, but staff are required to
be aware of the right and prepared to respond if required.
Any request relating to data portability should be passed to the Team around the DPO to be reviewed
prior to action.

The right to object
•

The right to object allows individuals to challenge processing based on legitimate interests on ‘grounds
relating to his or her particular situation’. For example, if information had been collected for research
purposes and the individual had particular grounds to wish to be excluded.
This means: the Trust would be required to demonstrate legitimate grounds for the processing. We are
required to inform individuals of their right to object in privacy notices and presenting the information
clearly and distinctly.
Any request relating to data portability should be passed to the Team around the DPO to be reviewed
prior to action.

Rights related to automated decision making
•

The GDPR contains rights on automated decision making (making a decision by automated means
without human involvement including for marketing purposes) and profiling (the automated processing
of personal data). This type of activity can only be carried out in performance of a contract or with an
individual’s explicit consent.
The Trust will not use automated decision making or profiling as part of our ordinary working practice.
Where any automated decision making is introduced, this will be the subject of a full Data Protection
Impact Audit (DPIA) and will be in performance of a contract.
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Basis for processing data under GDPR
Balancing the data rights which are central to GDPR are the ‘lawful bases for processing data’. These are the
reasons that – provided people’s rights are respected – it is reasonable to hold the data belonging to
individuals.
There are six lawful bases for processing data. At least one of the legal bases for processing must be present
for data to be processed (remember: ‘processed’ in the context of data means used in a way that creates an
internal record).
As well as one of the lawful bases, it has to be ‘necessary’ to keep information. If you could achieve the same
purpose or results in any case without holding the data, then it won’t be legal to keep it. This is the reason that
in addition to working in a GDPR compliant way, schools have been working so hard to review historic files. It
might be that the ‘necessity’ for keeping the files has passed. In that case, it would be time to contact the
approved shredding contractor and – keeping an internal record of all documents that have been destroyed –
to have a spring clean.
The legal bases for processing data internally are:
•

Consent: the individual has given clear consent for you to process their personal data for a specific
purpose.

•

Contract: the processing is necessary for a contract you have with the individual, or because they have
asked you to take specific steps before entering into a contract.

•

Legal obligation: the processing is necessary for you to comply with the law (not including contractual
obligations).

•

Vital interests: the processing is necessary to protect someone’s life.

•

Public task: the processing is necessary for you to perform a task in the public interest or for your
official functions, and the task or function has a clear basis in law.

•

Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests
of a third party unless there is a good reason to protect the individual’s personal data which overrides
those legitimate interests. (This cannot apply if you are a public authority processing data to perform
your official tasks.)

(Definitions from the ICO website at https://ico.org.uk/for‐organisations/guide‐to‐the‐general‐data‐
protection‐regulation‐gdpr/lawful‐basis‐for‐processing/)
The Trust is a public body, charged with providing education services. As such, we are required to collect data
in performance of a public task to provide education to the pupils and students enrolled in our schools. Where
it is not necessary to use data as part of our public task but the Trust otherwise sees it as desirable (for
example, we might share images of successful sports teams on social media as part of encouraging wider Trust
goals on fitness) the Trust will collect data on the basis of consent. In the parts of our work which operate as
businesses – for example, our training and certification offers – we might collect information on the grounds
that we have a legitimate interest in doing so as part of a working contract.
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GDPR at Spencer
What does the GDPR mean for us?
The Spencer Academies Trust is committed to uphold the principles of the GDPR and to working in a way
which is compliant with expectations and which helps to protect the data rights of our pupils, student and
staff.
In practice this means making changes which fall into three main category areas:
•

Changes to policy and consent documents

•

Changes to cyber security and physical security of records in school

•

Changes to working practices and information management designed to ensure that we don’t share
data with any organisation unable to process it while working to a standard of information security that
we would expect internally.

These changes or ‘work strands’ are explained below.

Changes to policy and consent documents
New policy documents have been introduced and are published on the Trust website. They can be found under
the ‘Key Information’ and then ‘Data Protection’ titles. Policies are also reproduced in the Appendices.
Trust policies define the standards that we work towards. The new documents have been drafted by Browne
Jacobson and are designed to give staff, parents, students and other stakeholders the confidence that our
policies on data protection, management of CCTV data, sharing of images and other topic areas under the
GDPR are compliant before new legislation has the chance to be tested over time.
Reading and becoming familiar with Trust data protection policies will be part of the GDPR training rolled out
to all staff.

Additional protections on personal data
The GDPR is designed to ensure that private data is protected, and that no individual is put at risk by
inappropriate sharing or access to the data that could render them personally vulnerable. This information is
called ‘personal data.’
Definition of ‘personal data’
The GDPR defines personal data as “any information relating to an identifiable person who can be directly or
indirectly identified in particular by reference to an identifier.”
In straightforward language, this means things like names, addresses and location data. For example, it
wouldn’t be appropriate for an online service like snapchat to show where you are on a map without your
express consent, as this information could be used to put you personally at risk. Similarly, we would never
expect to share children’s home addresses out of school, or to take highly sensitive data home in a way that
would render it as risk of being stolen or lost. There is no justification for doing so, and Trust disciplinary
policies have been rewritten to recognise that misuse or ‘breach’ of data protection standards can be a serious
failure of professional conduct.
The GDPR also recognises “special categories of personal data” including the genetic and biometric
information that can uniquely identify a single individual: however, these categories are unlikely to be used in
school.
Segregation of ‘personal data’
The Trust recognises that we hold personal data on students and employees of the Trust as part of delivering
against our public task to deliver education services. In most cases, this data will be distinct from the
information required as part of the day to day functioning of the Trust and member schools: for example,
primary teachers will know the names of all children in their class but will only occasionally need to contact
parents or carers by telephone or letter. This ‘personal data’ is kept separately in protected online systems and
can only be accessed using login details issued by the Trust. This ensures that we have a record of access by
Trust staff and can be confident that any information accessed will only be used for appropriate purposes.
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Similarly, the Trust mandates the use of restricted access systems for all safeguarding, medical and other
sensitive records. Our chosen safeguarding and child protection software is CPOMS. We are in the process of
transferring all current child protection records to CPOMS, while historic paper records continue to be securely
stored in accordance with our statutory obligations. Historic records can only be accessed in the presence of
the responsible member of staff in school and a record is retained of any access or review.
Ensuring security of records
Secure record keeping systems are only as secure as the passwords and permissions controlling access. The
Trust will take all appropriate actions to manage the security of passwords and permissions, including using
settings to ensure automatic logout when computers are not in use; sleep modes and ensuring that passwords
are unique, complex and expiring: however, we depend on staff to:
•

Never sign in to systems as another individual or using passwords or other security mechanisms (eg.
unique codes sent by phone or email) which belong to another individual. If you do not have access to a
record keeping system this will be for good reason. The appropriate action will be to request access
through the proper mechanisms in school or if not in a position requiring access, to work with a
colleague with an appropriate level of access and responsibility in school

•

Keep passwords safe. Never share or keep a record of passwords in an accessible place

•

Only download or copy personal data where there is a statutory reason or necessity to do so.
Remember that a record will be kept of the information that you have accessed. If necessary, you will
be asked to account for why you have accessed this information and to confirm that you understand
that you are responsible for the security of all copies or information until data processing is complete or
information has been passed to a responsible third party. This may include destruction of data once use
is complete.

Changes to cyber security and physical security of records
It is the Trust’s responsibility to ensure that the risk of ‘breach’ (the loss or inappropriate sharing of personal
data) is limited by the cyber security and physical security protocols that we put in place. This includes making
sure that work completed remotely is managed in such a way that breach does not occur as a result of
accessing data offsite.
The new cyber security and physical security standards used across the Trust have been captured in policy
documents but include:
Information security:
•
•

New policy in place
Use of shared drives has been remapped to Trust‐issued emails and new onboarding and offboarding
protocols introduced to ensure that access to shared data is strictly limited to current employees
Access protocols have been introduced, ensuring that access rights are limited to colleagues with an
appropriate level of training and who require have visibility of data as part of their role
Where wider access is required, download and editing restrictions have been introduced: colleagues
can add and amend data but not download, overwrite or take copies
Data in transit pseudonymised or encrypted
All data processing packages audited and evidence of GDPR compliance in place
Internal processes in place for taking action in event of breach

•
•
•
•
•

Cyber security:
•
•
•
•
•
•
•
•
•

New policy in place
Web‐filtering in place across schools with restricted access to hazardous URLs
Regular back‐ups with data securely stored. Servers mapped and risk assessed
Systems undergoing regular penetration testing and vulnerability assessment
Real time protections including anti‐virus, anti‐malware and anti‐spyware with IT staff advised and
given regular training on emerging threats
Password protocols changed. All computers to prompt for password change every three months with
passwords to be ‘unique, expiring and complicated’
All computers to enter ‘sleep mode’ or show display screen following five minutes without active use
Trust asset registers in place with equipment badged with identifiers
Use of external drives prohibited across the Trust
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Physical security:
•
•

•

New policy in place
Schools audits complete, with registers of actions to ensure that physical security compliance meets
expectations. This includes no confidential data being visible (e.g. medical information removed from
any noticeboard within pupil or parent sightlines); no unsecured data in common areas, and
classroom checks to ensure that classroom records are stored in lockable cupboards or similarly
secured
New physical security guidelines for IT infrastructure and access in place

Changes to external working practices and information management
In addition to protecting information internally, we are required to consider the nature of the organisations
with whom we are sharing data, and to ensure that they are working to a GDPR compliant standard.
This is done through ‘data auditing’. In advance of 25 May the Trust has been in contact with all organisations
with whom we may be asked to share personal data (for example, local authorities and care services). We have
discussed the nature of the data that we share and have exchanged something called ‘letters of comfort’. We
have assured the external party that the Trust works to a GDPR compliant standard and have received
assurance in return.
If the Trust shares personal information with an organisation who then fails to secure it appropriately, the
Trust will not be at fault provided we have carried out this kind of due diligence: however, we would expect to
be part of any investigation and would take a strong role in helping to re‐secure data and improve processes in
a partner organisation.
A copy of the organisations and partners audited and approved for data sharing in your school is kept in the
office. The register will be regularly updated and should be checked before any personally identifying data is
shared.
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Handling Subject Access and Data Requests
Introduction
The GDPR is designed to give individuals rights to understand and manage the information that is held on
them. This is backed up by the right to ‘see’ the data, either by requesting copies or by making a specific
request that an organisation has to answer and which helps the individual to understand the nature of the
information which is stored on them. This kind of request is called a ‘Subject Access Request’ (SAR).
There is nothing new about these rights. In the UK, individuals have been able to request to see the
information held on them under the Data Protection Act for more than twenty years. That said, the way that
these requests are made and processed is now changing, and there are important considerations for the way
that data requests are received in schools.

Subject Access Requests under GDPR
What is an SAR?
The text of the GDPR says: “a data subject should have the right of access to personal data which have been
collected concerning him or her, and to exercise that right easily and at reasonable intervals, in order to be
aware of, and verify, the lawfulness of the processing.”
A SAR is a request which allows the data subject to access the data held on them. In most cases procedures for
making and responding to SARs remain the same as under previous data protection laws but there are some
key changes that you should be aware of under the GDPR.
To this point, we have been able to make a small charge to cover the processing of information. From 25 May
2018 the information requested must be provided free of charge in most cases. The exception to this is that
organisations are permitted to charge a “reasonable fee” when a request is manifestly unfounded, excessive
or repetitive. This fee must be based on the administrative cost of providing the information.
Information must be provided without delay and within a month. Where requests are complex or numerous,
organisations are permitted to extend the deadline to three months. However, they must still respond to the
request within a month to explain why the extension is necessary.
Data subjects must be able to make requests electronically as well as physically. Data subject access requests
can now be made in any form, including through email, phone call or web contact forms.
Please note: SARs within The Spencer Academic Trusts are managed by the Head of Governance. Any request
which you think may constitute a data request should be forwarded to k.godfrey@satrust.com for response.

What information do we have to provide?
Individuals can ask for specific information (for example, copies of correspondence or minutes which show
how the organisation has dealt with a transaction or a school matter such as an exclusion) or for a copy of the
school record, which should include all data kept on the child or student.
The Trust recognises that parents have a right to see the school record: however, no information can be
provided which would help to identify another individual, whether this consists of a name or other
information. Even more seriously, there is sometimes a risk that sharing data might not be in the best interests
of the child. This will particularly be the case for safeguarding and other sensitive information.
Trust staff will examine every SAR on its merits: however, we do not have to share information where there is
evidence that doing so will place a child or student at risk.
As a Trust we will always ensure that the information we share is appropriately managed and prepared. One of
the reasons that we will deal with SARs centrally is that staff working professionally in governance have the
experience and internal responsibility to make the decision on how documents should be shared, whether
they ought to be redacted (information including identifying data blacked out) and to document the decisions
that they have made.
The ICO has produced a document called the Subject Access Code of Practice which underpins this work within
the Trust. Although this document relates to previous data protection legislation rather than the GDPR, it is
helpful for anyone seeking further information on this topic.
The document is available at: https://ico.org.uk/media/for‐organisations/documents/2014223/subject‐access‐
code‐of‐practice.pdf
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Please note: in addition to rights under the GDPR parents also have a specific legal right to access the ‘student
record.’ The student record has a precise legal definition, and not all information held in school will part of the
record. Again, any request for the student record should be referred to governance.

Information requests for children over 12
Under GDPR guidance, the Trust has taken a decision that children over 12 years of age should be approached
directly for consent to use their data. This is the reason that we have a separate consent document for
children over 12. We would therefore also require that SAR and other data requests for students over 12
should be received from the student. We would not respond to a data request from an adult without being
sure that the request is appropriate and that we have the full consent of the student to disclose the data that
has been requested.
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Security of data in transit
As part of our daily work schools are required to share data with appropriate partners in local authorities,
exam boards and certification authorities and other external bodies. The Trust recognises that data is
vulnerable when in transit, and we have therefore introduced some simple standards which help to keep data
secure.
Before sharing personal data, staff members should check that the receiving organisation is on the list of
service providers with which the Trust has an information‐sharing agreement in place. An information‐sharing
agreement is the mutual confirmation that the organisations sharing data are both working in a way that is
GDPR compliant. A list of the organisations where it will be appropriate to share data can be found in the
school Data Audit, a copy of which can be found in the school office.
Please note: compilation of school Data Audits are an iterative process. As the school negotiates new contracts
and agreements the number of organisations with which we can reasonably share data will grow over time.
The details of any organisation requesting data and which is not named in the Data Audit should be supplied to
the Trust through the Head of Governance, will be reviewed, and an information‐sharing agreement put in
place if necessary.

Pseudonymisation
In most cases, there will be no need to refer to a child by name. Use of initials is sufficient, particularly in email,
and will help to limit the risk of a data breach as the result of misdirection or unsanctioned sharing. This is
known as ‘pseudonymisation,’ defined in the regulation as using data in such a way that it can no longer be
identify an individual without other information also being made available.
In a minority of cases schools are asked to share pdf attachments or other data extracts from internal record
keeping systems with appropriate third‐party organisations. It may not be possible or reasonable to anonymise
this data. Emails of this type should be encrypted to protect children.

Encryption
The Trust has purchased a number of encryption licenses for schools. We have chosen the Egress system, and
training will be provided to school offices on use. Any email which should be encrypted before transit should
be sent through the designated users.
Use of external drives to share data outside of the Trust is prohibited. Data shared in this way does not create
a record of transit and is not appropriate under the GDPR.

Correspondence
Schools and Trust will need to send regular correspondence by post including letters to parents and carers.
Correspondence sent by post should be anonymised. Letters should be sent by registered post and a record of
receipt retained.

Files sent by courier or external post
Schools may be required to send files by secure courier in a number of limited circumstances (for example: when
a pupil transfers between schools and elements of the pupil record remain on paper). Any file shared in this way
must have a record of delivery with receipt placed on record.
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Site security
The underlying principle of GDPR is to limit the collection and processing of data to cases where there is a clear
need, and to limit access to information where possible. Site security is part of GDPR compliance.
Site security is supervised by the professional caretaking teams but is the concern of all staff. A new
Information Security Policy sets out expectations from staff working in schools, including with regard to
managing IT access and data.
Key points are as follows:
•

Maintaining physical security is the concern for all staff

•

Best practice should be observed with regard to visitors on site; general access; managing external
presence on site, and sign out

•

All lockable offices should be locked when not in use and overnight. Lockable resources including
lockers in classrooms, lockable drawers and secured files should be locked when not in use, and the key
kept in a separate location

•

Pass‐protected office doors should be kept closed, and should not be propped open at any time

Paper use and shredding
The Spencer Academies Trust monitors paper use and printing across member schools and sets an aspiration
of sustained measurable reduction in printing year on year. The Trust’s goal always will be to limit the
environmental impact of our work. Where this includes making technology available to our staff and students
including through provision of equipment, services supporting remote working or leasing models, this is
something that we will explore. Our ultimate goal is to become as close to a paper free model in schools as can
be reasonably considered.
Where it is possible to use resources which limits paper use in school: for example, real time teaching
resources or paperless record systems, this will be encouraged: however, we understand that parts of work in
school will necessarily continue to be paper‐based for some time
Where paper records remain in use and include personally identifying data – for example, in trip registers, risk
assessment forms and medical summary sheets – a file should be created including a cover sheet with an
itemised list of contents. Any paper records should be stored safely within the school in a locked record store
or cabinet and should be shredded by a qualified contractor according to the document retention schedules. (a
copy of the document retention schedule can be found as Appendix A)
Paper records including personally identifying data should be signed out if removed from school site and
checked and signed in on return to ensure that no data is missing. Any copies for which the reason for
retention has come to an end should be shredded and a note made on the document register to confirm that
this action has been carried through.

The document register
Each academy within the group has been issued with an initial Data Protection Audit listing the different ways
in which information is processed within the school. While producing this data, we have taken the opportunity
to sort and categorise historic records held in schools. Effectively, we have had a spring clean and any files
which are no longer required and for which we have no longer have a statutory reason to retain (for example,
due to expiry of historic deletion periods or paper copies of files processed online) have been destroyed or
scheduled for shredding over the summer.
Each academy has accordingly been issued with an electronic ‘document register’ which lists the location of
files and a summary of contents. All documents that have destroyed or scheduled for shredding should be
listed in the school document register. As documents continue to be destroyed according to the deletion
schedule on a year by year basis, these processes of data deletion should be recorded in the register.

School trips
Staff accompanying school trips, sports events and other external visits are required to hold information
including pupil and volunteer lists, risk assessments, medical information and other pertinent data. Best
practice is to hold this data in paper form: information must be available when needed, and without risk from
potential loss or theft of equipment or battery loss.
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Trip documentation should be prepared in school with a cover sheet listing contents and be signed in and out
of the building. Copies should be numbered. All papers should be shredded on return.
While data is held outside the school all it remains the responsibility of the visit leader, who also has
responsibility for distribution and collection of copies. No papers should be left attended at any time, and any
loss or concerns over paper records should be reported as a breach.

Data Sheets
Some trust schools have historically sent ‘data sheets’ (also known as contact sheets) home with children at
the start of the academic year. The data sheets contain a summary of information kept on file including
contact telephone numbers, with a request to parents and carers to update any information that may have
changed and return to school.
Best practice is to present parents with unique log‐ins and passwords which allow them to access and manage
records through packages such as PARS. This is the practice in other trust schools and has been set as a trust‐
wide ambition.
A new contact sheet format for use where personal data management systems are not in place is provided in
the appendices.

Year Planners
Year planners are issued by schools to support teaching practice through a record of day to day observations.
It is at the discretion of teachers and teaching assistants as to whether they wish to be issued with a Year
Planner: however, this decision must be recorded at the start of the year, and where a year planner is
accepted, it should be returned to the school at the end of year for destruction.
It is the responsibility of the Data Lead in school to maintain the Year Planner register, and to ensure that the
record is up to date. It is the responsibility of teachers and teaching assistants accepting a year planner to
ensure that their name is clearly marked and that any loss of the year planner is reported as a potential
information breach in school.
Year Planners may be used offsite but remain the responsibility of the named teacher or teaching assistant at
all times. When used offsite, planners should be securely stored and inaccessible to persons working outside
the Trust.

Using equipment offsite
The Trust recognises that staff may use computers and other resources including phones while offsite, and
that this may be part of preparation for their teaching or other contribution in school. We recognise the value
of this contribution and schools and Trust may provide equipment and services including but not limited to
laptops, tablets, phones and remote login portals to facilitate remote working.
The Trust has introduced a new ‘Remote Working’ statement contained in the Information Security policy (see
below) to help define expectations of staff when working offsite.
Under the terms of the policy we require employees working remotely to be aware of the increased risk of a
security breach.
IT equipment provided to the employee to support the remote working arrangement is for the exclusive use of
that employee alone. The employee is not permitted to allow family members or friends to use IT equipment
provided to them.
IT equipment owned by employees and used remotely as part of their preparation should not be used to
access personal data except in exceptional circumstances and with the appropriate permissions. This should
always be subject to approval by the Principal and documented appropriately.
When working in a public area, for instance on a train, the employee must take all reasonable steps to ensure
that confidentiality and security of Trust information. The employee should ensure that any documents/laptop
screens are, as much as possible, not visible to members of the public.
Employees are required to observe the conditions set out in the Trust’s Policy and Procedure for the Use of IT
Equipment and Systems, E‐Mail and the Internet.
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Thumb drives and USBs
Use of external storage drives including thumb drives and USBs is restricted. There is no record of data
transferred through external drives and the Trust is not able to ensure that data held in this way is used
appropriately or deleted after use. The increased risk of a security breach when using external drives is such
that use is prohibited for ordinary working within schools and central functions.
Use of external drives is permitted in exceptional circumstances and must be approved by the Principal or
Principal’s representative. Any use of an external drive in school should be noted on the register kept for this
purpose.
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Breach
Data breach is defined as “a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.”
The GDPR introduces a duty on all organisations to report certain types of personal data breach to the relevant
supervisory authority. The Trust must do this within 72 hours of becoming aware of the breach, where
feasible. If the breach is likely to result in a high risk of adversely affecting individuals’ rights and freedoms, The
Trust must also inform those individuals without undue delay.
The Trust must ensure that we have the robust breach detection, investigation and internal reporting
procedures in place to decide when and how to report a breach to the authorities. Underpinning this, we have
the network of Academy Data Leads ready to act as points of contact (see also below: What does a Data
Breach look like?). The Data Lead in your school is the first person to contact in event of a suspected breach.
Please note: The Trust must also keep a record of any personal data breaches, regardless of whether we are
required to notify. All potential data breaches must therefore be reported to the Trust DPO.

What does a breach look like?
Type of incident

Potential breach?

Reason

A laptop is lost in school. It is encrypted
and may or may not contain student data.

The loss must be investigated to rule out
theft and potential loss of data
understood before any final decision can
be made. This will include a report to the
ICO, who will close the file if no data is
found to have been put at risk.

A staff member returns to school from an
external visit and realises that they have
left a class list behind at the venue

Identifying data has been lost and this
must be reported.

A parent has concerns with regard to her
daughter’s progress and disciplinary
record. She requests a copy of the school
record which is supplies unchecked and
un‐redacted. Incident reports identify
other children and parents by name.

Data should only be shared with the
owner of the data, where there is an
overriding reason – for example, a
statutory obligation, or where explicit
permission has been given to share with
others. No records should be shared
without having been properly checked
and prepared for release. Trust
Governance are able to help with this and
should be contacted with any Freedom of
Information, Subject Access or other
requests.

A local authority partner requests
attendance data from the school. The
data identifies individual children but is
supplied in encrypted form.

Sharing data with appropriate partners is
part of day to day work in school. The
data is protected and the local authority
has been audited as a partner for
information disclosure.

A school sports team have won a local
championship. The school shares a photo
of the team on social media and offers
congratulations to the girls, who are
mentioned by first name only.

Use of images of students on social media
must be approved by parents (under 12)
or students (12 and over) under our
GDPR consents. Consent information
should be listed on SIMS or held in
school, and we will never publish an
image or use the name of any student
where consent has been withheld.

Overnight, bins have been overturned on
site. Students are believed to be

The Trust CCTV policy allows review of
video footage for this purpose. CCTV
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responsible. A teacher asks the caretaking
team if CCTV can be viewed with the
intention of identifying the culprits.

footage must be viewed under the
supervision of the appropriate manager
and will be deleted after not more than
seven days. See The Spencer Academies
Trust CCTV Policy for further information.
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GDPR Governance
As the ‘data processor,’ the Trust is legally responsible for data protection across member academies. In order
to make sure that we are consistently working in the right way, we have put new governance standards in
place. This includes:
•

•

•

Appointing data link governors on Local Governing Bodies. Data link governors are asked to undertake
regular data learning walks, using a checklist developed by the Trust and designed to help identify any
areas where data protection practice may not be reaching up to the expected standard and any
additional training needs
Annual data audit: Trust staff carry out regular safeguarding and other audits for compliance. Data
protection audits will be added to the annual audit schedule
Reporting: the Trust is required to publish regular reports on our performance against shared financial
and governance standards. Data protection is a consideration within our annual audit frameworks. Any
incidences of potential or actual information breach will be recorded across the trust and reported to
Directors as part of the Trust dashboard. Incidences of breach will be summarised in the Trust Annual
Report.
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Appendix A: Document Retention Schedule
Introduction
The Document Retention schedule used at The Spencer Academies Trust has been developed on the basis of
the following guidance documents:
•

The Department for Education GDPR Toolkit available at
https://www.gov.uk/government/publications/data‐protection‐toolkit‐for‐schools

•

The Information and Records Management Society (IRMS) Information Management Toolkit for Schools
available at http://irms.org.uk/page/SchoolsToolkit

Where specific guidance is not available, the Trust has carried out a review of the statutory grounds and use,
and has documented an appropriate retention schedule internally.
Due to the range of work completed within The Spencer Academies Trust and ancillary organisations (for
example, our external teacher training and certification divisions) it has not been possible to complete
retention schedules for all forms of documentation used within the Trust prior to 25 May. In cases where no
personally identifying data is included, this will not affect GDPR delivery within the Trust.
Where document formats are not obviously included in the Document Retention schedule we would
encourage all staff to make contact with the Governance team and to seek specific advice. Any retention
schedules agreed in this way will be added to Trust guidance and become part of our working practice going
forward.

Records Management Policy
The Spencer Academies Trust recognises that by efficiently managing its records, it will be able to comply with
its legal and regulatory obligations. Records provide evidence for protecting the legal rights and interests of
member schools and provide evidence for demonstrating performance and accountability. The Records
Management Policy provides the framework through which this effective management can be achieved and
audited.
The Records Management Policy applies to all records created, received or maintained by staff of a Spencer
Academies Trust school in the course of carrying out its functions.
Records are defined as all those documents which facilitate the business carried out by the school and which
are thereafter retained (for a set period) to provide evidence of its transactions or activities. These records
may be created, received or maintained in hard copy or electronically.
Schools have a responsibility to maintain records and record keeping systems in accordance with the
regulatory environment. The person with overall responsibility for this is the Principal, working with the
support and guidance of The Spender Academies Trust.
Under the GDPR the Trust becomes the legal entity responsible for ensuring the proper management of
records in school. As part of this, the Trust has appointed a ‘data lead’ staff member in all Trust schools.
Working with the Principal, it is the responsibility of the data lead to attend training co‐ordinated by the Trust;
to share good records management practice internally and to promote compliance with records keeping
guidance so that information can be retrieved easily, appropriately and in a timely way. It is also the
responsibility of the data lead to carry out the necessary annual checks to ensure that records are stored
securely, can be accessed appropriately and that information which could no longer be properly retained in
school is rendered unrecoverable under the Trust’s record management and deletion schedules.
It is the responsibility of individual staff members and employees to ensure that the records for which they are
individually responsible are accurate and are maintained and disposed of in accordance with the Trust’s record
management and deletion schedules.

Pupil record
Primary
The complete pupil record should be transferred by a primary school as the pupil transfers to secondary
education or a new school. The pupil record should not contain any information with a shorter retention
period. A primary school should not need to keep a copy of any record in the pupil record except in the case of
any legal action ongoing when the pupil leaves the school, in which case the Trust should be notified and will
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provide case by case guidance on document retention. In other circumstances custody of and responsibility for
the records passes to the school the pupil transfers into.
Files should be sent electronically wherever possible and must be encrypted with receipt acknowledged before
any further action can be considered. Files should not be provided in paper form unless absolutely necessary,
in which case hand delivery with receipt of acknowledgement will ordinarily be expected.
Secondary
The school which the pupil attended until statutory school leaving age is responsible for retaining the pupil
record until the pupil reaches the age of 25 years of age. Following the end of the document retention period
the document should be rendered unrecoverable under safe disposal of documents guidelines. This applies to
both written and electronic documents.

Storage of Pupil Records
All pupil records should be kept securely at all times. Paper records should be kept in lockable storage areas
with restricted access, and the consents secure within the file. Electronic records should be maintained at the
highest level of security permissible.

Email
Information stored on email is part of the record of the school and may be included as part of the record
disclosed during subject access or freedom of information request. Staff are expected to maintain a high
standard of personal and professional conduct when using email.
Information sent over email will be classed as ‘data in transit’ and due care is therefore required to ensure that
no breach or inappropriate sharing of data takes place as the result of the use of email. Under normal
circumstances children’s names should not be used, and other identifying data only shared under strict
necessity. Where there is no alternative, emails should be sent through the school office and be encrypted.
Information shared with the school through email and which is required as part of the pupil or other record
should be saved to the appropriate drive or system, and the email deleted.
Please note: Trust schools operate a back‐up system including email. Staff should ensure that their deleted
items files are emptied on a regular basis as part of ensuring that data is rendered unrecoverable.

Retention Guidelines
Safe disposal of records which have reached the end of their administrative life
Under the GDPR, as previous data protection legislation, personal data should not be kept any longer than is
necessary to fulfil the purpose for which it was legitimately obtained.
The guidance available will not cover all of the records currently used in Spencer schools. Where this is the
case, we will make a separate determination on the period for which it is legitimate to retain information.
Provided that this determination is documented and represents practice across the Trust this is a legitimate
process.
The Trust uses IRMS guidance on retention schedules which is contained in the schools toolkit at
https://c.ymcdn.com/sites/irms.site‐ym.com/resource/collection/8BCEF755‐0353‐4F66‐9877‐
CCDA4BFEEAC4/2016_IRMS_Toolkit_for_Schools_v5_Master.pdf (from page 36). The IRMS guidelines are
reproduced here for ease of access.
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Appendix B: Data Protection Policy
Date of adoption: 1.4.2018
Date to be revised: 1.4.2021

Policy statement
Everyone has rights with regard to the way in which their personal data is handled. During the course of our
activities as a The Spencer Academies Trust we will collect, store and process personal data about our pupils,
workforce, parents and others. This makes us a data controller in relation to that personal data.
We are committed to the protection of all personal data and special category personal data for which we are
the data controller.
The law imposes significant fines for failing to lawfully process and safeguard personal data and failure to
comply with this policy may result in those fines being applied.
All members of our workforce must comply with this policy when processing personal data on our behalf. Any
breach of this policy may result in disciplinary or other action.

About this policy
The types of personal data that we may be required to handle include information about pupils, parents, our
workforce, and others that we deal with. The personal data which we hold is subject to certain legal
safeguards specified in the General Data Protection Regulation (‘GDPR’), the [Data Protection Act 2018], and
other regulations (together ‘Data Protection Legislation’).
This policy and any other documents referred to in it set out the basis on which we will process any personal
data we collect from data subjects, or that is provided to us by data subjects or other sources.
This policy does not form part of any employee's contract of employment and may be amended at any time.
This policy sets out rules on data protection and the legal conditions that must be satisfied when we process
personal data.

Definition of data protection terms
All defined terms in this policy are indicated in bold text, and a list of definitions is included in the Annex to
this policy.
Data Protection Officer
As a Trust we are required to appoint a Data Protection Officer (“DPO”). Our DPO is Stephen Mitchell. Stephen
can be contacted at stephenmitchell@satrust.com.
The DPO is responsible for ensuring compliance with the Data Protection Legislation and with this policy. Any
questions about the operation of this policy or any concerns that the policy has not been followed should be
referred in the first instance to the DPO.
The DPO is also the central point of contact for all data subjects and others in relation to matters of data
protection.

Data protection principles
Anyone processing personal data must comply with the data protection principles. These provide that
personal data must be:
•
•
•
•
•
•
•
•
•

Processed fairly and lawfully and transparently in relation to the data subject;
Processed for specified, lawful purposes and in a way which is not incompatible with those purposes;
Adequate, relevant and not excessive for the purpose;
Accurate and up to date;
Not kept for any longer than is necessary for the purpose; and
Processed securely using appropriate technical and organisational measures.
Personal Data must also:
be processed in line with data subjects' rights;
not be transferred to people or organisations situated in other countries without adequate protection.
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We will comply with these principles in relation to any processing of personal data by The Spencer Academies
Trust.

Fair and lawful processing
Data Protection Legislation is not intended to prevent the processing of personal data, but to ensure that it is
done fairly and without adversely affecting the rights of the data subject.
For personal data to be processed fairly, data subjects must be made aware:
•
•
•
•
•
•
•

that the personal data is being processed;
why the personal data is being processed;
what the lawful basis is for that processing (see below);
whether the personal data will be shared, and if so with whom;
the period for which the personal data will be held;
the existence of the data subject’s rights in relation to the processing of that personal data; and
the right of the data subject to raise a complaint with the Information Commissioner’s Office in relation
to any processing.

We will only obtain such personal data as is necessary and relevant to the purpose for which it was gathered,
and will ensure that we have a lawful basis for any processing.
For personal data to be processed lawfully, it must be processed on the basis of one of the legal grounds set
out in the Data Protection Legislation. We will normally process personal data under the following legal
grounds:
•
•
•
•

where the processing is necessary for the performance of a contract between us and the data subject,
such as an employment contract;
where the processing is necessary to comply with a legal obligation that we are subject to, (e.g the
Education Act 2011);
where the law otherwise allows us to process the personal data or we are carrying out a task in the
public interest; and
where none of the above apply then we will seek the consent of the data subject to the processing of
their personal data.

When special category personal data is being processed then an additional legal ground must apply to that
processing. We will normally only process special category personal data under following legal grounds:
•
•
•
•

where the processing is necessary for employment law purposes, for example in relation to sickness
absence;
where the processing is necessary for reasons of substantial public interest, for example for the
purposes of equality of opportunity and treatment;
where the processing is necessary for health or social care purposes, for example in relation to pupils
with medical conditions or disabilities; and
where none of the above apply then we will seek the consent of the data subject to the processing of
their special category personal data.

We will inform data subjects of the above matters by way of appropriate privacy notices which shall be
provided to them when we collect the data or as soon as possible thereafter, unless we have already provided
this information such as at the time when a pupil joins us.
If any data user is in doubt as to whether they can use any personal data for any purpose then they must
contact the DPO before doing so.

Vital Interests
There may be circumstances where it is considered necessary to process personal data or special category
personal data in order to protect the vital interests of a data subject. This might include medical emergencies
where the data subject is not in a position to give consent to the processing. We believe that this will only
occur in very specific and limited circumstances. In such circumstances we would usually seek to consult with
the DPO in advance, although there may be emergency situations where this does not occur.

Consent
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Where none of the other bases for processing set out above apply then the school must seek the consent of
the data subject before processing any personal data for any purpose.
There are strict legal requirements in relation to the form of consent that must be obtained from data
subjects.
When pupils and or our Workforce join The Spencer Academies Trust a consent form will be required to be
completed in relation to them. This consent form deals with the taking and use of photographs and videos of
them, amongst other things. Where appropriate third parties may also be required to complete a consent
form.
In relation to all pupils under the age of 12 years old we will seek consent from an individual with parental
responsibility for that pupil.
We will generally seek consent directly from a pupil who has reached the age of 12, however we recognise
that this may not be appropriate in certain circumstances and therefore may be required to seek consent from
and individual with parental responsibility.
If consent is required for any other processing of personal data of any data subject then the form of this
consent must:
•
•
•

Inform the data subject of exactly what we intend to do with their personal data;
Require them to positively confirm that they consent – we cannot ask them to opt‐out rather than opt‐
in; and
Inform the data subject of how they can withdraw their consent.

Any consent must be freely given, which means that we cannot make the provision of any goods or services or
other matter conditional on a data subject giving their consent.
The DPO must always be consulted in relation to any consent form before consent is obtained.
A record must always be kept of any consent, including how it was obtained and when.

Processing for limited purposes
In the course of our activities as a The Spencer Academies Trust, we may collect and process the personal data
set out in our Schedule of Processing Activities. This may include personal data we receive directly from a data
subject (for example, by completing forms or by corresponding with us by mail, phone, email or otherwise)
and personal data we receive from other sources (including, for example, local authorities, other schools,
parents, other pupils or members of our workforce).
We will only process personal data for the specific purposes set out in our Schedule of Processing Activities or
for any other purposes specifically permitted by Data Protection Legislation or for which specific consent has
been provided by the data subject.

Notifying data subjects
If we collect personal data directly from data subjects, we will inform them about:
•
•
•
•
•
•
•

our identity and contact details as Data Controller and those of the DPO;
the purpose or purposes and legal basis for which we intend to process that personal data;
the types of third parties, if any, with which we will share or to which we will disclose that personal
data;
whether the personal data will be transferred outside the European Economic Area (‘EEA’) and if so the
safeguards in place;
the period for which their personal data will be stored, by reference to our Retention and Destruction
Policy;
the existence of any automated decision making in the processing of the personal data along with the
significance and envisaged consequences of the processing and the right to object to such decision
making; and
the rights of the data subject to object to or limit processing, request information, request deletion of
information or lodge a complaint with the ICO.

Unless we have already informed data subjects that we will be obtaining information about them from third
parties (for example in our privacy notices), then if we receive personal data about a data subject from other
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sources, we will provide the data subject with the above information as soon as possible thereafter, informing
them of where the personal data was obtained from.

Adequate, relevant and non‐excessive processing
We will only collect personal data to the extent that it is required for the specific purpose notified to the data
subject, unless otherwise permitted by Data Protection Legislation.

Accurate data
We will ensure that personal data we hold is accurate and kept up to date.
We will take reasonable steps to destroy or amend inaccurate or out‐of‐date data.
Data subjects have a right to have any inaccurate personal data rectified. See further below in relation to the
exercise of this right.

Timely processing
We will not keep personal data longer than is necessary for the purpose or purposes for which they were
collected. We will take all reasonable steps to destroy, or erase from our systems, all personal data which is no
longer required.
Processing in line with data subject's rights
We will process all personal data in line with data subjects' rights, in particular their right to:
•
•
•
•
•
•
•

request access to any personal data we hold about them;
object to the processing of their personal data, including the right to object to direct marketing;
have inaccurate or incomplete personal data about them rectified;
restrict processing of their personal data;
have personal data we hold about them erased
have their personal data transferred; and
object to the making of decisions about them by automated means.

The Right of Access to Personal Data
Data subjects may request access to all personal data we hold about them. Such requests will be considered in
line with the schools Subject Access Request Procedure.

The Right to Object
In certain circumstances data subjects may object to us processing their personal data. This right may be
exercised in relation to processing that we are undertaking on the basis of a legitimate interest or in pursuit of
a statutory function or task carried out in the public interest.
An objection to processing does not have to be complied with where the school can demonstrate compelling
legitimate grounds which override the rights of the data subject.
Such considerations are complex and must always be referred to the DPO upon receipt of the request to
exercise this right.
In respect of direct marketing any objection to processing must be complied with.
The Spencer Academies Trust is not however obliged to comply with a request where the personal data is
required in relation to any claim or legal proceedings.

The Right to Rectification
If a data subject informs The Spencer Academies Trust that personal data held about them by The Spencer
Academies Trust is inaccurate or incomplete then we will consider that request and provide a response within
one month.
If we consider the issue to be too complex to resolve within that period then we may extend the response
period by a further two months. If this is necessary then we will inform the data subject within one month of
their request that this is the case.
We may determine that any changes proposed by the data subject should not be made. If this is the case then
we will explain to the data subject why this is the case. In those circumstances we will inform the data subject
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of their right to complain to the Information Commissioner’s Office at the time that we inform them of our
decision in relation to their request.

The Right to Restrict Processing
Data subjects have a right to “block” or suppress the processing of personal data. This means that The
Spencer Academies Trust can continue to hold the personal data but not do anything else with it.
The Spencer Academies Trust must restrict the processing of personal data:
•
•
•
•
•

Where it is in the process of considering a request for personal data to be rectified (see above);
Where The Spencer Academies Trust is in the process of considering an objection to processing by a
data subject;
Where the processing is unlawful but the data subject has asked The Spencer Academies Trust not to
delete the personal data; and
Where The Spencer Academies Trust no longer needs the personal data but the data subject has asked
The Spencer Academies Trust not to delete the personal data because they need it in relation to a legal
claim, including any potential claim against The Spencer Academies Trust.
If The Spencer Academies Trust has shared the relevant personal data with any other organisation then
we will contact those organisations to inform them of any restriction, unless this proves impossible or
involves a disproportionate effort.

The DPO must be consulted in relation to requests under this right.

The Right to Be Forgotten
Data subjects have a right to have personal data about them held by The Spencer Academies Trust erased
only in the following circumstances:
•
•
•
•
•
•
•
•
•
•
•
•

Where the personal data is no longer necessary for the purpose for which it was originally collected;
When a data subject withdraws consent – which will apply only where The Spencer Academies Trust is
relying on the individuals consent to the processing in the first place;
When a data subject objects to the processing and there is no overriding legitimate interest to continue
that processing – see above in relation to the right to object;
Where the processing of the personal data is otherwise unlawful;
When it is necessary to erase the personal data to comply with a legal obligation; and
If The Spencer Academies Trust offers information society services to a pupil and consent is withdrawn
in respect of that pupil in relation to those services.]
The Spencer Academies Trust is not required to comply with a request by a data subject to erase their
personal data if the processing is taking place:
To exercise the right of freedom of expression or information;
To comply with a legal obligation for the performance of a task in the public interest or in accordance
with the law;
For public health purposes in the public interest;
For archiving purposes in the public interest, research or statistical purposes; or
In relation to a legal claim.

If The Spencer Academies Trust has shared the relevant personal data with any other organisation then we will
contact those organisations to inform them of any erasure, unless this proves impossible or involves a
disproportionate effort.
The DPO must be consulted in relation to requests under this right.

Right to Data Portability
In limited circumstances a data subject has a right to receive their personal data in a machine readable
format, and to have this transferred to other organisation.
If such a request is made then the DPO must be consulted.

Data security
We will take appropriate security measures against unlawful or unauthorised processing of personal data, and
against the accidental loss of, or damage to, personal data.
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We will put in place procedures and technologies to maintain the security of all personal data from the point
of collection to the point of destruction.
Security procedures include:
•
•
•
•
•
•
•

Entry controls. Any stranger seen in entry‐controlled areas should be reported to the person holding
site responsibility.
Secure lockable desks and cupboards. Desks and cupboards should be kept locked if they hold
confidential information of any kind. (Personal information is always considered confidential.)
Methods of disposal. Paper documents should be shredded. Digital storage devices should be physically
destroyed when they are no longer required. IT assets must be disposed of in accordance with the
Information Commissioner’s Office guidance on the disposal of IT assets.
Equipment. Data users must ensure that individual monitors do not show confidential information to
passers‐by and that they log off from their PC when it is left unattended.
Working away from the school premises – paper documents as set out in the remote working and
information security policies
Working away from the school premises – electronic working as set out in the remote working and
information security policies
Document printing. Documents containing personal data must be collected immediately from printers
and not left on photocopiers.

Any member of staff found to be in breach of the above security measures may be subject to disciplinary
action.

Data Protection Impact Assessments
The Spencer Academies Trust takes data protection very seriously, and will consider and comply with the
requirements of Data Protection Legislation in relation to all of its activities whenever these involve the use of
personal data, in accordance with the principles of data protection by design and default.
In certain circumstances the law requires us to carry out detailed assessments of proposed processing. This
includes where we intend to use new technologies which might pose a high risk to the rights of data subjects
because of the types of data we will be processing or the way that we intend to do so.
The Spencer Academies Trust will complete an assessment of any such proposed processing and has a
template document which ensures that all relevant matters are considered.
The DPO should always be consulted as to whether a data protection impact assessment is required, and if so
how to undertake that assessment.

Disclosure and sharing of personal information
We may share personal data that we hold about data subjects, and without their consent, with other
organisations. Such organisations include the Department for Education, [and / or Education and Skills Funding
Agency “ESFA”], Ofsted, health authorities and professionals, the Local Authority, examination bodies, other
schools, and other organisations where we have a lawful basis for doing so.
The Spencer Academies Trust will inform data subjects of any sharing of their personal data unless we are not
legally required to do so, for example where personal data is shared with the police in the investigation of a
criminal offence.
In some circumstances we will not share safeguarding information. Please refer to our Child Protection Policy.
Further detail is provided in our Schedule of Processing Activities.

Data Processors
We contract with various organisations who provide services to The Spencer Academies Trust, including:
payroll providers, information management service providers, IT and other data management contractors. The
services delivered by these companies are integral to the work of the Trust, and includes supporting
educational delivery in schools; the management of protected records including safeguarding records; analysis
of returns; and work in support of academy improvement.
In order that these services can be provided effectively we are required to transfer personal data of data
subjects to these data processors.
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Personal data will only be transferred to a data processor if they agree to comply with our procedures and
policies in relation to data security, or if they put in place adequate measures themselves to the satisfaction of
The Spencer Academies Trust. The Spencer Academies Trust will always undertake due diligence of any data
processor before transferring the personal data of data subjects to them.
Contracts with data processors will comply with Data Protection Legislation and contain explicit obligations on
the data processor to ensure compliance with the Data Protection Legislation, and compliance with the rights
of Data Subjects.

Use of Images and Videos
Parents and others attending The Spencer Academies Trust events are allowed to take photographs and videos
of those events for domestic purposes. For example, parents can take video recordings of a school
performance involving their child. The Spencer Academies Trust does not prohibit this as a matter of policy.
The Spencer Academies Trust does not however agree to any such photographs or videos being used for any
other purpose, but acknowledges that such matters are, for the most part, outside of the ability of The
Spencer Academies Trust to prevent.
The Spencer Academies Trust asks that parents and others do not post any images or videos which include any
child other than their own child on any social media or otherwise publish those images or videos.
As a The Spencer Academies Trust we want to celebrate the achievements of our pupils and therefore may
want to use images and videos of our pupils within promotional materials, or for publication in the media such
as local, or even national, newspapers covering school events or achievements. We will seek the consent of
pupils, and their parents where appropriate, before allowing the use of images or videos of pupils for such
purposes.
Whenever a pupil begins their attendance at The Spencer Academies Trust they, or their parent where
appropriate, will be asked to complete a consent form in relation to the use of images and videos of that pupil.
We will not use images or videos of pupils for any purpose where we do not have consent.

CCTV
The Spencer Academies Trust operates a CCTV system. Please refer to The Spencer Academies Trust CCTV
Policy.

Changes to this policy
We may change this policy at any time. Where appropriate, we will notify data subjects of those changes.
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Appendix C: Privacy Notices
Parent Privacy Notice
We are The Spencer Academies Trust / a member school of The Spencer Academies Trust. During your child’s
time with us, we will gather and use information relating to you. Information that we hold in relation to
individuals is known as their “personal data”. This will include data that we obtain from you directly and data
about you that we obtain from other people and organisations. We might also need to continue to hold your
personal data for a period of time after your child has left The Spencer Academies Trust. Anything that we do
with an individual’s personal data is known as “processing”.
This document sets out what personal data we will hold about you, why we process that data, who we share
this information with, and your rights in relation to your personal data processed by us.

What information do we process in relation to you?
We will collect, hold, share and otherwise use the following information about you:
•

Personal information (such as name, address, home and mobile numbers, personal email address,
emergency contact details and relationship marital status)

•

Financial details (such as bank account or credit card details), and other financial details such as
eligibility for free school meals or other financial assistance

•

CCTV footage and images obtained when you attend The Spencer Academies Trust site

•

With regard to your relationship to your child, including any Court orders that may be in place

We will also use special categories of data such as gender, age, ethnic group, sex or sexual orientation, religious
or similar beliefs, information about health, genetic information and biometric data. These types of personal
data are subject to additional requirements.

Where do we get your personal data from?
We will obtain an amount of your personal data from you, by way of information gathering exercises at
appropriate times such as when your child joins The Spencer Academies Trust / Academy and when you attend
a Spencer Academies Trust site and are captured by our CCTV system.
We may also obtain information about you from other sources. This might include information from the local
authorities or other professionals or bodies, including a Court, which might raise concerns in relation to your
child.

Why do we use your personal data?
We will process your personal data for the following reasons:
Where we are required by law, including:
•

To provide reports and other information required by law in relation to the performance of your child

•

To raise or address any concerns about safeguarding

•

To the Government agencies including the police

•

To obtain relevant funding for the school

•

To provide or obtain additional services including advice and/or support for your family

Where the law otherwise allows us to process the personal data as part of our functions as a trust, or we are
carrying out a task in the public interest, including:
•

To confirm your identity

•

To communicate matters relating to the Trust or Academy to you

•

To safeguard you, our pupils and other individuals

•

To enable payments to be made by you to the Trust and Academy

•

To ensure the safety of individuals on a Spencer Academies Trust site

•

To aid in the prevention and detection of crime on a Spencer Academies Trust site
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Or, where we otherwise have your consent.
Whilst the majority of processing of personal data we hold about you will not require your consent, we will
inform you if your consent is required and seek that consent before any processing takes place.

Why do we use special category personal data?
We may process special category personal data in relation to you for the following reasons:
1.

Where the processing is necessary for reasons of substantial public interest, including for purposes of
equality of opportunity and treatment, where this is in accordance with our Data Protection Policy.

2.

Where the processing is necessary in order to ensure your health and safety on The Spencer Academies
Trust site, including making reasonable adjustments for any disabilities you may have.

3.

Where we otherwise have your explicit written consent.

There may also be circumstances where we need to use your information in relation to legal claims, or to
protect your vital interests of those of your child, and where it is not possible to seek your consent.

Failure to provide this information
If you fail to provide information to us we may be prevented from complying with our legal obligations.

How long will we hold your personal data for?
We will hold your personal data only for as long as necessary. How long we need to hold on to any information
will depend on the type of information. For further detail please see our Data Retention and Destruction
Policy.

Who will we share your personal data with?
We routinely share information about you with:
•

Local authorities, to assist them in the exercise of their responsibilities in relation to education and
training, youth support and safeguarding purposes

•

The Department for Education and the Education and Skills Funding Agency, in compliance with legal
obligations of the school to provide information about students and parents as part of statutory data
collections

•

Contractors, such as payment processing providers to enable payments to be made by you to The
Spencer Academies Trust or Academy

The Department for Education may share information that we are required to provide to them with other
organisations. For further information about the Department’s data sharing process, please visit:
https://www.gov.uk/guidance/data‐protection‐how‐we‐collect‐and‐share‐research‐data.
Contact details for the Department can be found at https://www.gov.uk/contact‐dfe.
Local authorities may share information that we are required to provide to them with other organisations. For
further information about the data sharing process observed by Spencer Academies Trust local authorities
including Derbyshire, Leicestershire, Nottinghamshire, Nottingham and Derby cities, please visit respective local
authority websites.
Contact details for local authorities can be found online.

Your rights in relation to your personal data held by us
You have the right to request access to personal data that we hold about you, subject to a number of
exceptions. To make a request for access to your personal data, you should contact the team around the DPO
through k.godfrey@satrust.com.
Please also refer to our Data Protection Policy for further details on making requests for access to your
personal data.
You also have the right, in certain circumstances, to:
•

Object to the processing of your personal data

•

Have inaccurate or incomplete personal data about you rectified
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•

Restrict processing of your personal data

•

Object to the making of decisions about you taken by automated means

•

Have your data transferred to another organisation

•

Claim compensation for damage caused by a breach of your data protection rights

If you want to exercise any of these rights then you should contact the team around the DPO via
k.godfrey@satrust.com. The law does not oblige The Spencer Academies Trust to comply with all requests:
however, if the Trust does not intend to comply with the request then you will be notified of the reasons why
in writing.

Concerns
If you have any concerns about how we are using your personal data then we ask that you contact our Data
Protection Officer in the first instance. However an individual can contact the Information Commissioner’s
Office should you consider this to be necessary, at https://ico.org.uk/concerns/.

Contact
If you would like to discuss anything in this privacy notice, please contact:
Stephen Mitchell at stephenmitchell@satrust.com

Pupil Privacy Notice
Why are we giving this to you?
As your school we need to use information about you. We do this for a number of reasons. This form tells you
what information we use about you and why we use it. It is very important that information about you is kept
safe. We explain below how the school keeps your information safe.
If you want to know anything about what we do with information about you then please ask your teacher, or
speak to your parents or guardians and ask them to contact the school. The school wants you to feel free to
raise any questions at all.
We also have a person called the Data Protection Officer at the school. They can answer any questions you
have about what the school does with your information. If you or your parents or guardians want to speak to
them, then you can do by email to: stephenmitchell@satrust.com

Policy Statement
We are [Academy Name]. During your time with us, we will use information that we gather in relation to you
for various purposes. Information that we hold in relation to you is known as “personal data”. This will include
data that we obtain from you directly and data about you which we obtain from other people and
organisations. We might also need to continue to hold your personal data for a period of time after you have
left the school. Anything that we do with your personal data is known as “processing”.
This document sets out what personal data we will hold about you, why we process that data, who we share
this information with, and your rights in relation to your personal data processed by us.

What information do we use about you?
We will collect, hold, share and otherwise use information about you set out in the boxes below:
•

Name

•

Telephone and email
contact details

•

Date of Birth

•

Address

•

Assessment information

•

Details of
previous/future schools

•

Unique pupil number

•

Behavioural information

•

Language(s)

•

Nationality

•

Country of birth

•

Eligibility for free school
meals
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•

Photographs

•

Attendance information

•

CCTV images

We will also collect, hold, share and otherwise use some information about you which is special “special
category personal data” and we will take extra care to make sure that this is kept safe:
•

Racial or ethnic origin

•

Religious beliefs

•

Special educational
needs and disability
information

•

Medical / health
information

•

Genetic and biometric
data

•

Information relating to
keeping you safe

•

Sexual life

•

Sexual orientation

•

Dietary requirements

Where do we get this information from?
We get this information from:
•

You

•

Your parents or guardians, and other children’s parents or guardians

•

Teachers and other staff

•

People from other organisations, like doctors or the local authority for example

Why do we use this information?
We use this information for lots of reasons, including:
•

To make sure that we give you a good education and to support you through this

•

To make sure that we are able to address and support any educational, health or social needs you
may have

•

To make sure everyone is treated fairly and equally

•

To keep you and everyone at the school safe and secure

•

To deal with emergencies involving you

•

To celebrate your achievements

•

To provide reports and additional information to your parents or carers

Some of these things we have to do by law. Other things we do because we need to so that we can run the
school.
Sometimes we need permission to use your information. This includes taking pictures or videos of you to be
used on our website or in the newspaper. Before we do these things we will ask you or if necessary your
parent/carer for permission.

Why do we use special category personal data?
We may need to use the information about you which is special (mentioned above) where there is a specific
interest to do so for example health and social care purposes or to provide you with equal opportunities and
treatment. We will also use this information where you have given us permission to do so.
There may also be circumstances where we need to use your information in relation to legal claims, or to protect
your vital interests and where you are unable to provide your consent.

How long will we hold information in relation to our pupils?
We will hold information relating to you only for as long as necessary. How long we need to hold on to any
information will depend on the type of information. Where you change school we will usually pass your
information to your new school.

Who will we share pupil information with?
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We may be give information about you with:
•

Other schools or educational institutions you may attend or require support from Local Authorities, to
assist them in the exercise of their responsibilities in relation to education and training, youth support
and safeguarding purposes

•

The Department for Education and or the ESFA as required by the law

•

Contractors, to enable them to provide an effective service to the school, such as school meal providers
or external tutors

Keeping this information safe
It is very important that only people who need to use your information can see it. The school keeps you
information safe by making sure that it can only be used by people who have a good reason to see it, and that
when information is accessed it is in a way which ensures the security of your information.

Your rights in relation to your information
You can ask to see the information we hold about you. If you wish to do this you should contact Mr Miller, The
Spencer Academies Trust Data Protection Officer. You also have the right to:
•

Object to what we are doing with your information

•

Have inaccurate or incomplete information about you amended

•

Ask us to stop doing certain things with your information in some cases

•

Ask that decisions about you are not made using automatic systems

•

Claim against the school in certain circumstances where you have suffered as a result of the school
breaching your data protection rights

If you feel it necessary to do any of the above, you can speak with [INSERT CONTACT DETAILS]. The school does
not have to meet all of your requests and we will let you know where we are unable to do so.

Concerns
If you are concerned about how we are using your personal data then you can speak with [enter details here],
or if necessary you or your parent/ carer can contact an outside agency ‐ the Information Commissioner’s
Office who could also help at https://ico.org.uk/concerns/.

Recruitment Privacy Notice
We are The Spencer Academies Trust. As part of your application to join the Trust or a trust member school,
we will gather and use information relating to you. Information that we hold in relation to individuals is known
as their “personal data”. This will include data that we obtain from you directly and data about you that we
obtain from other people and organisations. We might also need to continue to hold an individual’s personal
data for a period of time after the recruitment process, even if you are unsuccessful. Anything that we do with
an individual’s personal data is known as “processing”.
This document sets out what personal data we will gather and hold about individuals who apply for a position
with us, why we process that data, who we share this information with, and your rights in relation to your
personal data processed by us.

What information do we process during your application process?
We may collect, hold, share and otherwise use the following information about you during your application
process.
Up to and including shortlisting stage:
•
•
•

Your name and contact details (i.e. address, home and mobile phone numbers, email address);
Details of your qualifications, training, experience, duties, employment history (including job titles,
salary, relevant dates and working hours), details of driving licence (if relevant for role), membership of
professional bodies and interests;
Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs;
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•
•
•
•

Information regarding your criminal record;
Details of your referees;
Whether you are related to any member of our workforce; and
Details of any support or assistance you may need to assist you at the interview because of a disability.

Following shortlisting stage, and prior to making a final decision
•
•
•
•
•
•
•

•

Information about your previous academic and/or employment history, including details of any
conduct, grievance or performance issues, appraisals, time and attendance, from references obtained
about you from previous employers and/or education providers;*
Confirmation of your academic and professional qualifications (including seeing a copy of certificates);*
Information via the DBS process, regarding your criminal record, in criminal records certificates (CRCs)
and enhanced criminal records certificates (ECRCs), whether you are barred from working in regulated
activity;*
Your nationality and immigration status and information from related documents, such as your
passport or other identification and immigration information;*
Medical check to indicate fitness to work;*
A copy of your driving licence (or other appropriate documentation as listed on the Home Office list);*
If you are a teacher, we will check the National College of Teaching and Leadership (“NCTL”) Teachers
Services about your teacher status, whether you are subject to a prohibition from teaching order and
any other relevant checks (for example Section 128 direction for management posts and EEA teacher
sanctions);* and
Equal opportunities’ monitoring data.

You are required (by law or in order to enter into your contract of employment) to provide the categories of
information marked (*) above to us to enable us to verify your right to work and suitability for the position.
Without providing us with this information, or if the information is not satisfactory, then we will not be able to
proceed with any offer of employment.
If you are employed by us, the information we collect may be included on our Single Central Record. In this
scenario, a further privacy notice in relation to data we collect, process, hold and share about you during your
time with us, will be issued to you.

Where do we get information from about during your application process?
Depending on the position that you have applied for, we may collect this information from you, your referees
(details of whom you will have provided), your education provider, any relevant professional body, the
Disclosure and Barring Service (DBS), NCTL and the Home Office, during the recruitment process.

Why do we use this information?
We will process your personal data during your application process for the purpose of complying with legal
obligations, carrying out tasks which are in the public interest, and taking steps with a view to entering into an
employment contract with you. This includes:
•

To assess your suitability for the role you are applying for;

•

To take steps to enter into a contract with you;

•

To check that you are eligible to work in the United Kingdom or that you are not prohibited from
teaching; and

•

So that we are able to monitor applications for posts in The Spencer Academies Trust to ensure that we
are fulfilling our obligations under the public sector equality duty under the Equality Act 2010.

How long will we hold information in relation to your application?
We will hold information relating to your application only for as long as necessary. If you are successful then
how long we need to hold on to any information will depend on type of information. For further detail please
see our Retention and Destruction Policy.
If you are unsuccessful we will hold your personal data only for six months, after which time it is securely
deleted.

Who will we share information with about your application?
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We will not share information gathered during your application process with third parties, other than
professional advisors such as legal as HR advisors.

Rights in relation to your personal data
All individuals have the right to request access to personal data that we hold about them. To make a request
for access to their personal data, individuals should contact:
Stephen Mitchell at stephenmitchell@satrust.com
Please also refer to our Data Protection Policy for further details on making requests for access to personal
data.
Individuals also have the right, in certain circumstances, to:
•

Object to the processing of their personal data

•

Have inaccurate or incomplete personal data about them rectified

•

Restrict processing of their personal data

•

Object to the making of decisions about them taken by automated means

•

Have your data transferred to another organisation

•

Claim compensation for damage caused by a breach of their data protection rights

If an individual wants to exercise any of these rights then they should contact Stephen Mitchell at the contact
details above. The law does not oblige the school to comply with all requests. If the school does not intend to
comply with the request then the individual will be notified of the reasons why in writing.

Concerns
If an individual has any concerns about how we are using their personal data then we ask that they contact our
Data Protection Officer in the first instance: however an individual can contact the Information
Commissioner’s Office should they consider this to be necessary, at https://ico.org.uk/concerns/.

Contact
If you would like to discuss anything in this privacy notice, please contact:Stephen Mitchell.

Privacy Notice ‐ Workforce
We are The Spencer Academies Trust. During an individual’s time with us, we will use information that we
gather in relation to them for various purposes. Information that we hold in relation to individuals is known as
their “personal data”. This will include data that we obtain from the individual directly and data about the
individual that we obtain from other people and organisations. We might also need to continue to hold an
individual’s personal data for a period of time after they have left the school. Anything that we do with an
individual’s personal data is known as “processing”.
This document sets out what personal data we will hold about our workforce, why we process that data, who
we share this information with, and the rights of individuals in relation to their personal data processed by us.

What information do we process in relation to our workforce?
We will collect, hold, share or otherwise use the following information about our workforce:
•

Personal information (such as name, address, home and mobile numbers, personal email address,
employee or teacher number, national insurance number, and emergency contact details)

•

Contract information (such as start dates, hours worked, post, roles and salary information,
bank/building society details)

•

Work absence information (such as number of absences and reasons (including information regarding
physical and/or mental health), holiday records)

•

Qualifications / training courses attended and, where relevant, subjects taught (such as training record)
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•

Performance information (such as appraisals and performance reviews, performance measures
including performance management/improvement plans, disciplinary or grievance records)

•

Other information (such as pension arrangements (and all information included in these necessary to
administer them), time and attendance records, information in applications made for other posts within
the school, criminal records information (including the results of Disclosure and Barring Service (DBS)
checks), details in references the school receives or provides to other organisations, CCTV footage and
images)

We will also use special categories of data including such as gender, age, ethnic group, sex or sexual
orientation, religious or similar beliefs, political opinions, trade union membership, information about health,
genetic information and biometric data. These types of personal data are subject to additional requirements.

Where do we get information from about our workforce?
A lot of the information we have about our workforce comes from the individuals themselves. However we
may also obtain information from tax and regulatory authorities such as HMRC, previous employers, your
trade union, the DBS, our insurance benefit administrators, consultants and other professionals we may
engage, recruitment or vetting agencies, other members of staff, students or their parents, and publically
available resources including online sources. In addition we may obtain information from automated
monitoring of our websites and other technical systems such as our computer networks and systems, CCT and
access control systems, communications systems, remote access systems, email and instant messaging
systems, intranet and internet facilities, telephones, voicemail and mobile phone records.

Why do we use this information?
We will process the personal data of our workforce for the following reasons:
Where we are required by law, including:
•

To comply with the law regarding data sharing (see further below)

•

To comply with specific employment law requirements, including our obligations as an employer under
employment protection and health and safety legislation, and under statutory codes of practice such as
those issued by ACAS

•

To comply with legal requirements in relation to equalities and non‐discrimination

Where we are required by any contract with our workforce, such as employment contracts, including:
•

To make payments to our workforce, such as salary payments

•

To deduct tax and National Insurance contributions

•

To make a decision about recruitment

•

To check individuals are legally entitled to work in the UK

•

Administering employment contracts

•

Conducting performance reviews

•

Making decisions about salary and compensation

•

Liaising with pension providers

•

Providing the following benefits:

Where the law otherwise allows us to process the personal data, or we are carrying out a task in the public
interest, including:
•

To enable the development of a comprehensive picture of the workforce and how it is deployed

•

To inform the development of recruitment and retention policies

•

To safeguard our pupils and other individuals

•

To ensure safe working practices

•

In the interests of ensuring equal opportunities and treatment
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Where we otherwise have the consent of the individual.
Whilst the majority of processing of personal data of our workforce will not require consent, we will inform
individuals if their consent is required and seek that consent before any processing takes place. Due to the
imbalance of power in an employee to employer relationship, it is generally thought that although consent
may be implied it cannot truly be freely given, entailing that consent is not necessarily the most appropriate
basis to rely upon as an employer.

Why do we use special category personal data?
We may process special category personal data of our workforce for the following reasons:
To carry out our legal obligations in relation to employment law, where this is in accordance with our Data
Protection Policy
Where the processing is necessary for reasons of substantial public interest, including for purposes of equality
of opportunity and treatment, where this is in accordance with our Data Protection Policy.
For the purposes of preventative or occupational medicine in order to assess an individual’s working capacity
and/ or the need for reasonable adjustments.
Where we otherwise have an individual’s explicit written consent – subject to the restriction set out above on
the use of consent in an employment relationship.
There may also be circumstances where we need to use your information in relation to legal claims, or to
protect your vital interests and where you are unable to provide your consent.

Failure to provide this information
If our workforce fail to provide information to us then this may result in us being unable to perform the
employment contract, or we may be prevented from complying with our legal obligations.

How long will we hold information in relation to our workforce?
We will hold information relating to our workforce only for as long as necessary. How long we need to hold on
to any information will depend on the type of information. For further detail please see our Retention and
Destruction Policy.

Who will we share information with about our workforce?
We routinely share information about our workforce with:
•

Local authorities, to assist them in the exercise of their responsibilities in relation to education and
training, youth support and safeguarding purposes

•

The Department for Education and/or the ESFA, in compliance with legal obligations of the school to
provide information about our workforce as part of statutory data collections

•

Contractors, such as payroll providers, to enable them to provide an effective service to the school and
government agencies such as HMRC and DWP regarding tax payments and benefits

•

Our professional advisors including legal and HR consultants

The Department for Education may share information that we are required to provide to them with other
organisations. For further information about the Department’s data sharing process, please visit:
https://www.gov.uk/guidance/data‐protection‐how‐we‐collect‐and‐share‐research‐data.
Contact details for the Department can be found at https://www.gov.uk/contact‐dfe.

Rights of our workforce in relation to their personal data
All of our workforce have the right to request access to personal data that we hold about them. To make a
request for access to their personal data, individuals should contact:
Stephen Mitchell at stephenmitchell@satrust.com
Please also refer to our Data Protection Policy for further details on making requests for access to workforce
information.
Individuals also have the right, in certain circumstances, to:

49

•

Object to the processing of their personal data

•

Have inaccurate or incomplete personal data about them rectified

•

Restrict processing of their personal data

•

Object to the making of decisions about them taken by automated means

•

Have your data transferred to another organisation

•

Claim compensation for damage caused by a breach of their data protection rights

If an individual wants to exercise any of these rights then they should contact Stephen Mitchell. The law does
not oblige the school to comply with all requests. If the school does not intend to comply with the request
then the individual will be notified of the reasons why in writing.

Concerns
If an individual has any concerns about how we are using their personal data then we ask that they contact our
Data Protection Officer in the first instance. However an individual can contact the Information
Commissioner’s Office should they consider this to be necessary, at https://ico.org.uk/concerns/.

Contact
If you would like to discuss anything in this privacy notice, please contact: Stephen Mitchell.
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Appendix D: CCTV Policy
Date of adoption 25.5.2018
Date to be revised 25.5.2021
Policy statement
The Spencer Academies Trust (the Trust) uses Close Circuit Television (“CCTV”) within the premises of the
Trust. The purpose of this policy is to set out the position of the Trust as to the management, operation and
use of the CCTV at the Trust.
This policy applies to all members of our Workforce, visitors to Spencer Academies Trust premises and all other
persons whose images may be captured by the CCTV system.
•

This policy takes account of all applicable legislation and guidance, including:

•

The General Data Protection Regulation (“GDPR”)

•

[Data Protection Act 2018] (together the Data Protection Legislation) (until 25th May 2018)

•

CCTV Code of Practice produced by the Information Commissioner

Human Rights Act 1998
•
This policy sets out the position of the Trust in relation to its use of CCTV.
Purpose of CCTV
The Spencer Academies Trust uses CCTV for the following purposes:
•

To provide a safe and secure environment for pupils, staff and visitors

•

To prevent the loss of or damage to The Spencer Academies Trust buildings and/or assets

•

To assist in the prevention of crime and assist law enforcement agencies in apprehending offenders

Description of system
The Spencer Academies Trust sites uses fixed and moved cameras on sites. Cameras are not equipped for sound
recording.
Siting of Cameras
All CCTV cameras will be sited in such a way as to meet the purpose for which the CCTV is operated. Cameras
will be sited in prominent positions where they are clearly visible to staff, pupils and visitors.
Cameras will not be sited, so far as possible, in such a way as to record areas that are not intended to be the
subject of surveillance. The Spencer Academies Trust will make all reasonable efforts to ensure that areas
outside of the Trust premises are not recorded.
Signs will be erected to inform individuals that they are in an area within which CCTV is in operation.
Cameras will not be sited in areas where individual have a heightened expectation of privacy, such as changing
rooms or toilets.
Privacy Impact Assessment
Prior to the installation of any CCTV camera, or system, a privacy impact assessment will be conducted by The
Spencer Academies Trust to ensure that the proposed installation is compliant with legislation and ICO guidance.
The Spencer Academies Trust will adopt a privacy by design approach when installing new cameras and systems,
taking into account the purpose of each camera so as to avoid recording and storing excessive amounts of
personal data.
Management and Access
The CCTV system will be managed by Malcolm Lucas, Trust Estates and Facilities Manager.
On a day to day basis the CCTV system will be operated by staff in academies with delegated authority as
appropriate.
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The viewing of live CCTV images will be restricted to members of staff in academies and trust offices with explicit
powers to view images, for the reasons set out above.
Recorded images which are stored by the CCTV system will be restricted to access by members of staff in
academies and trust offices with explicit powers to view images, for the reasons set out above.
No other individual will have the right to view or access any CCTV images unless in accordance with the terms
of this policy as to disclosure of images.
The CCTV system is checked weekly by appropriate staff members in academies to ensure that it is operating
effectively.
Storage and Retention of Images
Any images recorded by the CCTV system will be retained only for as long as necessary for the purpose for which
they were originally recorded.
Recorded images are stored only for a period of seven days unless there is a specific purpose for which they are
retained for a longer period.
The Spencer Academies Trust will ensure that appropriate security measures are in place to prevent the unlawful
or inadvertent disclosure of any recorded images. The measures in place include:
•

CCTV recording systems being located in restricted access areas;

•

The CCTV system being encrypted/password protected;

• Restriction of the ability to make copies to specified members of staff
A log of any access to the CCTV images, including time and dates of access, and a record of the individual
accessing the images, will be maintained by The Spencer Academies Trust.
Disclosure of Images to Data Subjects
Any individual recorded in any CCTV image is a data subject for the purposes of the Data Protection Legislation,
and has a right to request access to those images.
Any individual who requests access to images of themselves will be considered to have made a subject access
request pursuant to the Data Protection Legislation. Such a request should be considered in the context of the
trust’s Subject Access Request Policy.
When such a request is made the Estates and Facilities Manager or their appropriately nominated representative
will review the CCTV footage, in respect of relevant time periods where appropriate, in accordance with the
request.
If the footage contains only the individual making the request then the individual may be permitted to view the
footage. This must be strictly limited to that footage which contains only images of the individual making the
request. The Estates and Facilities Manager or their representative must take appropriate measures to ensure
that the footage is restricted in this way.
If the footage contains images of other individuals then The Spencer Academies Trust must consider whether:
•

The request requires the disclosure of the images of individuals other than the requester, for example
whether the images can be distorted so as not to identify other individuals;

•

The other individuals in the footage have consented to the disclosure of the images, or their consent
could be obtained; or

•

If not, then whether it is otherwise reasonable in the circumstances to disclose those images to the
individual making the request.
A record must be kept, and held securely, of all disclosures which sets out:
•

When the request was made;

•

The process followed by the Estates and Facilities Manager in determining whether the images contained
third parties;

•

The considerations as to whether to allow access to those images;
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•

The individuals that were permitted to view the images and when; and

•

Whether a copy of the images was provided, and if so to whom, when and in what format.

Disclosure of Images to Third Parties
The Spencer Academies Trust will only disclose recorded CCTV images to third parties where it is permitted to
do so in accordance with the Data Protection Legislation.
CCTV images will only be disclosed to law enforcement agencies in line with the purposes for which the CCTV
system is in place.
If a request is received form a law enforcement agency for disclosure of CCTV images the Estates and Facilities
Manager must follow the same process as above in relation to subject access requests. Detail should be obtained
from the law enforcement agency as to exactly what they want the CCTV images for, and any particular
individuals of concern. This will then enable proper consideration to be given to what should be disclosed, and
the potential disclosure of any third‐party images.
The information above must be recorded in relation to any disclosure.
If an order is granted by a Court for disclosure of CCTV images then this should be complied with. However very
careful consideration must be given to exactly what the Court order requires. If there are any concerns as to
disclosure then the Data Protection Officer should be contacted in the first instance and appropriate legal advice
may be required.
Review of Policy and CCTV System
The CCTV system and the privacy impact assessment relating to it will be reviewed bi‐annually.
Misuse of CCTV systems
The misuse of CCTV system could constitute a criminal offence.
Any member of staff who breaches this policy may be subject to disciplinary action.
Complaints relating to this policy
Any complaints relating to this policy or to the CCTV system operated by the Trust should be made in accordance
with The Spencer Academies Trust Complaints Policy.
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Appendix E: Policy for the Use of IT Equipment and Systems, E‐Mail and the
Internet (Information Security Policy)
Introduction
Information is a vital and valuable product of the Trust's teaching, training and other activities. Information
Systems are now a critical resource in enabling these core activities and communicating our work with our
staff, students, and external partners.
The Trust recognises that global access to information provides many opportunities but also many challenges.
We are now dependent on a secure environment to safely undertake our core education functions and
protection of our information systems and information assets is essential. The information security policy is
built into the Trust's management of risk framework at the highest level. It applies to all members of the Trust
and those who use Trust information systems.
The aim of the IT Security policy is to protect the Trust from security problems with its information systems
and the information stored on them that might have an adverse impact on its operations, infrastructure or
reputation. A secondary aim of the policy is to raise awareness of information security issues for all member
schools, staff, students and pupils of the Trust.
This policy shall apply to:
•
•
•

All information systems (including computer equipment, network equipment and telecommunications
equipment) owned or operated by the Trust or connected to the Trust network by third parties
All software (including operating systems, network services and application software) installed on
applicable information systems
All information stored on applicable information systems.

Responsibilities
All users of Trust information systems are responsible for protecting information assets. Users must at all times
act in a responsible, professional, ethical and security conscious way, maintaining an awareness of and
conformance with the security policy.
The Trust Board of Directors (through the Chief Operating Officer) is ultimately responsible and accountable
for ensuring that the objectives of the security policy are met. The Chief Operating Officer is responsible for
implementation of the policy and is authorised to pursue activities to achieve the policy objectives.
The Trust’s appointed contractor is AIT. AIT staff are responsible for advising users on security issues,
preventative monitoring of information systems and investigating security incidents.
Users should report any breach in information security concerns to the IT Service Desk and any suspected
information breach either directly to the Trust Data Protection Officer or through an appointed data link in
school.
Information security best practice and the terms of this policy shall be considered at all points in the lifecycle
of equipment, software and services developed by, specified by or procured by the Trust.
This policy and compliance with it applies to all members of the Trust and those who use Trust information
systems. Appropriate disciplinary action may be taken against anyone disregarding the policy or wilfully
putting information security at risk.

Asset Management Policy and process
The purpose of the Asset Management Policy and Process is to define the hardware, software and information
assets of the Trust and its members, and to define the minimum requirements for managing these assets in a
secure way.
This policy applies to all hardware, software and information assets as defined below. All IT equipment owned
or operated by the Trust are hardware assets of the Trust. The contents of all databases, electronic mailboxes,
word processing documents, spreadsheets, web pages, data files, configurations files and other information
systems created by Trust members in the course of their duties are information assets of the Trust.
Information assets are the ultimate product of the use of hardware and software assets. The creation,
manipulation and dissemination of information assets is central to Trust delivery on our mission to provide
education services across the East Midlands. Information assets shall be protected by the secure installation,
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configuration and updating of information systems. Secure installation, configuration and updating of
hardware and software assets shall be verified, in part, by asset management and tracking.
AIT shall maintain an inventory of all hardware assets connected to the Trust network. The following
information shall be maintained as part of the inventory.
•
•
•
•
•
•
•

School or department
Location
Owner (or administrator)
Media Access Code (MAC) address
Internet Protocol (IP) address (if fixed)
Hostname
Domain name

The Finance Department shall maintain an inventory of all centrally licensed or owned commercial software as
part of meeting Trust responsibilities under the GDPR. The following information should be maintained as part
of the inventory.
•
•
•
•
•

Software product
Version
Number of licensed copies
Number of installed copies
Owners or locations of installed copies

Information assets
Information assets should be assigned an information classification based on the sensitivity of the information
they contain. The classification should be one of the following:
Public
This category covers information intended for public consumption or that can be made public without any
negative implications for the business activities or reputation of the Trust.
Internal This category covers information regarding the day to day business and academic operations of the
Trust and is intended primarily for staff or student use. Some of the information in this category may be
relevant for external parties who work closely with the Trust (suppliers, business or research partners etc) but
external recipients would be expected to limit access to the information. The information would not be
considered as of interest to the general public and therefore not appropriate for full public access, although
public release would not cause serious reputational damage to the Trust.
Confidential
This category covers information of a more sensitive nature for the business or academic operations of the
Trust. The information represents the Trust’s basic intellectual capital and know‐how. Access should be limited
within the organisation to those people who “need to know” for the performance of their duties or studies.
Highly Confidential
This category covers highly sensitive information that if released will cause significant damage to the Trust’s
business activities or reputation or lead to a breach of the GDPR or similar legislation. Access to this
information should be very restricted and the number of people who “need to know” will be relatively small.
If an information asset includes information from different categories, it should be classified as the most
sensitive category,
Each information asset shall have an owner. By default the owner of information assets stored on IT
equipment shall be the person responsible for the user account under which the asset is stored (i.e. the
possessor of the asset). Where the assets of multiple owners are collected into a common data store not
under the control of a single person (e.g. a database), a notional owner should be assigned. The notional
owner may be a leader or nominated individual of the group collecting information assets into the common
data store or an administrator for the data storage package. By default the notional owner shall be the data
store administrator.
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Owners or notional owners of information assets should classify the relative value of their assets. Risk analysis
should be performed for all assets that are critical to the operation of the core functions of the Trust,
departments or administrative units.

Equipment audit
The Chief Operating Officer may authorise AIT staff to conduct audits on any IT equipment within the scope of
the policy. Department IT Managers may authorise IT staff to conduct audits on department IT equipment.
Audits must be conducted by authorised IT staff. Auditors may request and shall expect assistance from
administrators or users responsible for the IT equipment being audited.
The audit should only investigate those aspects of IT equipment related to its security functions and its
compliance with policies and legal or contractual requirements.

Types of audit
Security breach audit
Where the audit is required to investigate a known or suspected security breach, an inspection of the IT
equipment shall be made to attempt to discover how it was compromised and what damage was caused. The
user or administrator shall facilitate access to the system for the auditor and provide administration level
access if requested. The auditor may request that the inspection be undertaken by the administrator or a
suitably knowledgeable user under the supervision of the auditor if physical access or other circumstances
dictate. Information collected by authorised network monitoring activities may also be used in conjunction
with information collected during the audit to draw conclusions.
Conformance audit
Where the audit is required to show conformance with policy, the auditor may require that the administrator
or user provide evidence that the IT equipment complies with policy. An inspection of the IT equipment is not
required unless the evidence requested is not provided or inconclusive. Automated auditing tools may be used
in place of manual audits to facilitate the audit process. Information collected by authorised network
monitoring activities may also be used to confirm or contest the evidence provided.

Desktop, Laptop and Mobile Device Security policy
The purpose of the Desktop, Laptop and Mobile Device Security policy statement is to establish minimum
security standards for the configuration of personal computers, workstations, laptops, handheld devices,
mobile devices and other single‐user computer equipment.
The Desktop, Laptop and Mobile Device Security policy statement applies to:
•
•
•
•

All single‐user computer equipment including personal computers, workstations and laptops locally
connected to the Trust network
All laptops, handheld devices and other mobile computer equipment that is (from time to time) locally
connected to the Trust network
All laptops, handheld devices and other mobile computer equipment not connected to the Trust
network but containing Trust related business data
All users and administrators of the above equipment.

Ownership and administration
All single‐user computer equipment must have a designated person responsible for information security
issues. This may be a knowledgeable user or a departmental or AIT administrator.
All Trust issued mobile computers must have a designated person responsible for information security issues.
This may be a knowledgeable user or a departmental or AIT administrator.
Responsible users of mobile devices or single‐user computer equipment must inform the designated person,
an administrator or officer of AIT of any known or suspected security‐related problem with the computer
equipment.
Users should be aware that mobile computers are at greater risk of exposure to security threats than fixed
location computer equipment permanently connected to the Trust network. The reasons for this include:
•

Maintaining the physical security of a mobile computer in‐transit or at an off‐campus location may be
more difficult
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•
•

Theft or loss of mobile computers is more likely, increasing the risk of unauthorized access to data
stored on them
Mobile computers may be connected to home or third‐party networks that are less secure than the
Trust network leading to higher risk of exposure to malicious attack.

Computer equipment should be located in secure areas as described in the Physical Security Policy.

Computer equipment user and configuration requirements
Computer equipment shall be configured with a currently supported version of the operating system.
Currently supported means that the manufacturer provides security patches or critical updates that protect
against new vulnerabilities and that the version has not been designated as ‘end of life’.
Computer equipment shall be configured with currently supported versions of software. Currently supported
means that the manufacturer or developer provides security patches or critical updates that protect against
new vulnerabilities in a timely manner.
Computer equipment shall be configured to provide only the services and resources required by the users.
Services and applications that are not required must be removed or disabled.
Information, services or resources that are not intended for general public access shall be protected by access‐
control mechanisms (e.g. passwords). Access shall be restricted to authorized users only.
If the computer equipment provides a security event logging mechanism, this mechanism shall be turned on to
assist auditing.
If the computer equipment provides other event logging capabilities, this mechanism should be turned on to
assist with problem diagnosis.
Security patches must be installed on the system as soon as they are available. If an automated facility to
check for patches and updates is available it should be used. The only exception to immediate patching is
when this would adversely affect an application or service in use by a user.
Virus protections shall be controlled by AIT with the aim of ensuring the highest possible standard of security
across the Trust.
Network communications that involve the transmission of passwords, authentication secrets, confidential or
highly confidential information as defined in the Asset Management Policy must be encrypted, if a suitable
encryption mechanism is available.
Mobile usage requirements
The Trust does not require staff to store or access confidential or personal information using computing
devices that it does not own or manage. Should the Trust require one of its members to use a mobile or home
computing device to store or access highly sensitive or personal information, a suitably configured Trust
owned device will be provided.
There should be no reason to take personal information offsite outside ordinary education practice set out
elsewhere (for example, registers used on school trips): however, where a need is identified to take
information at a lesser degree of sensitivity offsite (for example, pupil reports at the end of summer term) this
should be approved by the Principal or the Principal’s representative; should be for a fixed period only, and
removal of and return of information to site recorded in the register designated for this purpose. Any files
copies to non‐Trust mobile devices for the purposes of working from home and containing even partially
identifiable data must be immediately deleted after completion of the task. Information users are responsible
for maintaining personal equipment at an appropriate level of security, and for ensuring files worked on at
home are free from virus infection or other forms of compromise.
Mobile computers are subject to the same general requirements as fixed location personal computers and
users must follow the requirements of the Personal Computer Security Policy. Access control mechanisms (e.g.
passwords, PINs) must be used at all times to prevent unauthorized access to mobile computers. If the access
control mechanisms are equipped with time‐out protection such as automatic log‐out or password protected
screen locking, these shall be implemented. It is the user’s responsibility to ensure that previously issued
mobile computers are returned to AIT to ensure that security systems meet the required standard.
Personal firewalls provided as part of the operating system or a security suite shall be turned on and
configured to limit access to AIT staff and other qualified staff as appropriate at Trust and school level. Mobile
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communication services such as wireless networking, bluetooth or infrared should be disabled when not in
use. Encryption must be used to protect highly confidential Trust data when in transit. Trust owned mobile
devices may be remotely wiped following report of loss where this service capability exists to Administrators.

Email Policy
The purpose of the email policy statement is to establish the requirements and conditions for safe use of
electronic mail (email) and data in transit across the Trust. The statement applies to all users who send or
receive email via the Trust network or from Trust email systems, whether accessed from on or off campus.
All email entering or leaving the Trust network shall pass through the email filtering service and mail relays
operated by AIT or designated third parties. This includes email passing to or from departmental or group mail
relays. Email travelling entirely within the Trust network is not required to pass through the email filtering
service. The email filtering service shall provide automated scanning of email to detect potential malicious
code and to identify spam. Malicious code signatures, spam identification rules, blacklists and other
mechanisms required by email scanning tools to identify new or modified threats shall be kept up to date.
Checks for updates shall be performed at least once a day.
Email items or attachments identified as containing malicious code or suspected of containing malicious code
shall be prevented from reaching the intended recipient. The intended recipient of an infected or suspected
email should be informed that the email did not reach its destination.
Email items identified as spam or suspected of being spam shall, where possible, be quarantined before
reaching the intended recipient’s mail client. Quarantined email items shall be reported to the intended
recipient at regular intervals so that they may confirm the items have been classified correctly. Incorrectly
quarantined email items shall be released to the intended recipient when requested.
Malicious code is developed and released on a regular basis. Users must remain vigilant for new threats which
automated scanning tools may not yet be able to detect. Users must not knowingly send malicious code
through the email system or otherwise allow it onto the Trust network by other means. Users must not send,
forward or otherwise distribute spam or chain letters. Email attachments from unknown sources must be
scanned for malicious code before being opened. Since some malicious code can fake the sender of an email,
messages from known senders that are unexpected or in any way unusual should be scanned for malicious
code before being opened.
Staff must not configure their Trust email accounts to automatically forward email to services not operated by
the Trust. Users conducting Trust business or communications via email must use a Trust provided email
account. Personal email accounts must not be used for conducting Trust business or communications.
Data sent outside the Trust is classified as ‘data in transit’ and the protections appropriate to the level of
internal security classification must be applied. This may include encryption of email; use of secured exchange;
pseudonymisation or redaction of highly sensitive or identifying information. Highly sensitive data should
never be shared outside the Trust without an appropriate reason, and without the receiving organisation
having been audited as a data processor working to the standard set out in the GDPR.

Phishing
Phishing is a way of attempting to acquire sensitive information such as usernames, passwords and credit card
details by masquerading as a trustworthy entity in an electronic communication. Communications purporting
to be from popular social web sites, auction sites, online payment processors or Trust external partners and
clients are commonly used to lure the unsuspecting. Phishing is typically carried out by e‐mail or instant
messaging, and it often directs users to enter details at a fake website whose look and feel are almost identical
to the legitimate one. AIT will never request password information via email or telephone and any such
request should be reported.

Encryption
Encryption is the process of disguising data so as to hide its substance from any casual observer gaining access
to it. This is done by applying a mathematical function, known as a cryptographic algorithm or cipher, to the
data to render it unreadable. A mathematical function that reverses the encryption process is used to decrypt
the data. One or more unique keys is used in conjunction with the cipher to perform the encryption or
decryption.
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Highly sensitive or personal identifying electronic data should be encrypted when in transit. To facilitate this,
the Trust has purchased encryption licenses from Egress for school offices. Any data requiring encryption must
be sent through an administrator in the school office and who is the named account holder for Egress.

Password Policy
The purpose of the password policy is to establish minimum standards for password selection and use.
All IT equipment that supports an access control mechanism based on user accounts and passwords or PINs
shall have the mechanism enabled. User accounts must have a password or PIN set. Passwords must be
‘unique, expiring and complicated’ as required under the GDPR.
Passwords must contain at least seven characters. It is recommended however that passwords contain at least
twelve characters to reduce the chance of compromise by a brute‐force password‐cracking attack.
Passwords shall contain a combination of numbers, and upper and lower‐case letters.
Passwords must not be words found in a dictionary, personal information that can be associated with the
owner (e.g. birthdays, telephone numbers) or simple patterns (e.g. abc123).
Passwords for all users must be changed every 180 days.
Accounts and passwords should not be shared under any circumstances. The Trust is required to maintain a log
of access and intervention for key data and this is only possible if individuals are responsible for all use of
accounts held in their name. System password protection IT equipment access control mechanisms shall
enforce password length, password complexity and password change requirements. Similarly sleep modes and
automatic logouts must be active. It is the users’ responsibility to ensure that no item of IT equipment left
unused for more than five minutes can be accessed or viewed by others.
Users must not reveal their own passwords to anyone including IT staff or system administrators. If IT staff
require access to your user account they will be able to accomplish this through an administrator account or
by changing your password.
All passwords must be treated as sensitive, confidential Trust information. If someone demands a password,
refer him or her to this document or have them contact AIT.
Users must not use the "Remember Password" feature of any operating system or application.
Users must not store passwords in a file on any computer without encryption. Users must not write down or
store passwords in any location easily accessible to others.

Physical Security Policy
The purpose of the Physical Security Policy is to establish the requirements for physical security of information
systems.
This policy applies to:
•
•

All Trust owned or operated information systems.
All third‐party IT equipment locally connected to the Trust network.

Location of Information Systems
Information systems should be housed in a secure area protected by a defined security perimeter with entry
controls. A secure area shall be a room or building with a clearly defined security perimeter. The security
perimeter, usually the walls, windows and doors of the room or building, shall act as a physical barrier
between the secure area and any unsecured areas preventing access except through designated entry control
points. The security perimeter should be physically sound to prevent possible break‐in. Entry controls should
be enforced wherever possible.

Access to IT equipment
Entry control mechanisms should be enforced at all times when IT equipment is left unattended. Where IT
equipment is left unattended for significant periods (e.g. overnight or at weekends), additional security
measures such as door or window alarms or motion detectors may be used. Unauthorized personnel should be
permitted into secure areas only when accompanied by authorised personnel.
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Secure areas shall be operated and maintained so as to minimize the risk from theft, fire, explosion, smoke,
water, dust, vibration, chemical effects, electrical supply interference or radiation.
Backups IT equipment containing critical or important information assets shall have those assets backed
according to the Backup requirements agreed with the Trust’s designated contractor.
IT equipment performing critical services or containing critical information assets should be fitted with an
uninterruptible power supply to allow continued operation or controlled shutdown in the event of electrical
supply interruption.
Maintenance IT equipment should be maintained in accordance with the supplier’s recommended service
intervals and specifications.

Remote Access and Virtual Private Network Policy
The purpose of the Remote Access and Virtual Private Network Policy is to establish the requirements for safe
use of remote connections to the Trust network from off campus.
Remote access policy requirements apply to:
•
•
•
•

All users remotely connecting to the Trust network from off campus.
All users employing VPN technology to remotely connect to the Trust network from off‐campus
locations via the AIT supported VPN gateway.
All users requiring a VPN connection from the Trust network, through the firewall, to a VPN terminator
outside the Trust network and operated by a third party.
IT staff configuring VPN connections between campus locations.

Remote access implementations covered by this policy include, but are not limited to, dial‐in modems, ISDN,
ADSL and cable modems which provide narrowband or broadband access to the Trust network via the
Internet.
Remote access users should note that by connecting to the Trust they become part of the Trust network and
must treat any computer connected in this way as if it were on a Trust campus. In particular they must follow
the requirements and recommendations of the Code of Practice for Users of the Trust Computing Facilities, the
Anti‐Virus Policy, the Password Policy, the Email Policy and other relevant policy statements.
Remote access allows users to connect to the Trust network from an internet account provided by an Internet
Service Provider (ISP) or third‐party network provider. The operation and maintenance of an internet account
is a matter for the user and their ISP. The Trust plays no part in provision of the service. Remote access to the
Trust network shall be made over a secure, encrypted connection whenever this is available. Acceptable
secure communication services include VPN, secure sockets layer (SSL), secure shell (SSH) and remote desktop.
Insecure communications services shall be restricted but may be allowed in exceptional circumstances.
Access to services that do not provide a secure, encrypted connection should be tunnelled through a secure
connection whenever possible. It is recommended that a Virtual Private Network (VPN) be used if one is
available.
Users shall only attempt to connect to computers or services on the Trust network for which they are
authorised.
Connections from remote locations shall be logged and may be monitored. Remote access to the Trust
network is provided to allow Trust employees and students to perform legitimate teaching and learning or
administrative activities in conjunction with their work. Use of the connection shall be limited to authorised
users only. The facility must not be used by family members, housemates or other persons at the off‐campus
location.
Remote Access Gateway Where available, users should connect to the Trust network through use of a Remote
Access Gateway rather than directly.
Remote access for third parties, such as vendors, shall be granted only for legitimate business reasons (e.g. as
part of a support contract for AIT or equipment). All third parties requiring remote access shall be registered
with AIT.
Access for third parties shall be restricted to the IT equipment or services that they are providing. All remote
connections shall be logged.
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AIT provides a VPN capability that allows authorised users to create a VPN connection from their Internet
Service Provider (ISP) internet accounts to the Trust network. The VPN allows access to IT services normally
only available from within the campus network because:
•
•

They cannot be provided securely across the internet or
A Trust network IP address is a requirement to authenticate a user as a legitimate member of the Trust.

Security for otherwise insecure services is achieved by the VPN by encrypting all network traffic from the
user’s remote computer as it travels over the public internet connection.
The operation and maintenance of an internet account is a matter for the user and their ISP. The Trust plays no
part in provision of this part of the service. It is also the user’s responsibility to check that their ISP permits the
use of VPN protocols as part of their service agreement.
Access to the Trust network shall be via a VPN gateway managed by AIT.
All VPN connections shall terminate at the VPN gateway. This allows the traffic to be inspected by the Trust
firewall and network monitoring tools.
The VPN service shall be limited to authorised users by means of tokens, certificates, public/private keys,
passwords or other authentication mechanisms.
Users shall protect any token, certificate, key or password they are given from unauthorised access.
Users must not attempt to access any VPN service for which they are not authorized.
Users must not allow family members, housemates or other unauthorized users to gain access to the VPN
service.
AIT shall manage the IT services accessible through the VPN to ensure that any additional risk to the security
of the campus network is minimised.
Users shall disconnect from the VPN gateway after thirty minutes of inactivity. Users must not use pings or
other artificial network mechanisms to keep a connection open when not in use.
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Appendix F: Policy on use of Images and videos
See: ‘Use of Images and Videos’ contained as a sub‐section of the Data Protection Policy.
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Appendix G: Model Consent Documents
Consent Form – Pupil Personal Data – Pupils aged 12 and under
During your child’s time with us we will gather information about them which we will use for various purposes.
A Privacy Notice has been drafted in relation to the use of this information and is available on the school website.
There are some things that we cannot do unless you tell us that we can. We have set these out in the tables
attached. Please could you read this form very carefully and tick the appropriate options. This will let us know
which of these things you are happy for us to do, and which you are not.
If you are not happy for us to do any of the things in the tables attached then this will not affect your child’s
place at [Academy]. You are completely free to refuse to provide your consent to any of these things. You do
not have to provide reasons for refusing your consent, but we are happy for you to give us additional information
if you choose to so that we understand any concerns that you have and can take appropriate steps where
necessary.
Photographs and Videos
Some of the information in the attached tables includes photographs and videos of your child. We assure you
that we take very seriously the issue of potential misuse of photographs and videos of our pupils, and have the
following measures in place:
•

Withholding information that might allow identification of your child without explicit consent for this

•

Upholding the standards set out in The Spencer Academies Trust Use of Digital Images Policy.

Please note that The Spencer Academies Trust and [Academy] may provide photographs and videos to the
media, or [Academy] may be visited by the media who will take videos and photographs. When images have
been submitted to or taken by the media the Trust and school maintain no control over such images.
Student Name:
Date of Birth:
Celebrating Your Child’s Achievements and Reporting on Events
Both as a Multi‐Academy Trust and at Academy level, we are very proud of the achievements of all of our pupils.
We want to be able to celebrate these achievements both within the Trust and with others. We may also want
to report on significant events which involve our pupils, such as visits from dignitaries. This will involve providing
information about involvement in certain activities such as sports.
Yes

No

In order to celebrate my child’s achievements I am happy for the Trust and
school to use:
•

1. Photographs of my child

•

2. Videos of my child

The following information may be used with the above:
•

3. Name

•

4. Class

•

5. Year Group

I am happy for the following information to be used but only without
photographs or videos of my child:
•

6. Name

•

7. Class

•

8. Year Group

I am happy for the information selected above to be used:
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•

9. On internal screens which may also be viewed by visitors to the
Academy site and on internal notice boards

•

10. On the Trust and Academy intranet

•

11. As part of Trust and Academy websites

•

12. On Trust and Academy social media sites

•

13. In local news media – newspapers, websites and television

•

14. In national news media – newspapers, websites and
television

Promoting the Trust and Academy
We want to be able to promote the trust and academy to attract new pupils, and to show the quality of our
educational delivery. As part of this we want to be able to use photographs and videos of our pupils in
promotional material. This may include prospectuses, annual reports and other trust and academy
documentation; on social media and where appropriate, may include taking part in local and national media
opportunities.
Yes

No

I am happy for the information selected below to be used for the
purpose of promoting the Trust and [Academy]:
•

15. Photographs of my child

•

16. Videos of my child

The following information may be used with the above:
•

17. Name

•

18. Class

•

19. Year Group

I am happy for the following information to be used but only without
photographs or videos of my child:
•

20. Name

•

21. Class

•

22. Year Group

I am happy for the information selected above to be used:
•

23. On the Trust and [Academy] websites

•

24. In the Trust and [Academy] prospectus

•

25. For other purposes supporting the work of the Trust or
Academy

You may change your mind in relation to any of the consents that you have provided at any time. This includes
withdrawing your consent to anything that you have agreed to here. To withdraw your consent to any of the
above, or otherwise amend your position, please write to us care of:
[Insert Academy office point of contact]
This consent will otherwise continue until your child leaves [Academy] or your child reaches the age of 12 years
old at which point the Trust will seek consent directly from your child in relation to the above matters.
Signed:
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Name:
Date:

Consent form – Pupil Personal Data ‐ Pupils 12+
During your time with us we will gather information about you which we will use for various purposes. A Privacy
Notice has been provided to you in relation to the use of this information, which is also available on the
[Academy] website.
There are some things that we cannot do unless you tell us that we can. We have set these out in the tables
attached. Please could you read this form very carefully and tick the appropriate options. This will let us know
which of these things you are happy for us to do, and which you are not.
If you are not happy for us to do any of the things in the tables attached then this will not affect your place at
[Academy]. You are completely free to refuse to provide your consent to any of these things. You do not have
to provide reasons for refusing your consent, but we are happy for you to give us additional information if you
choose to so that we understand any concerns that you have and can take appropriate steps where necessary.
Photographs and Videos
Some of the information in the attached tables includes photographs and videos of you. We assure you that we
take very seriously the issue of potential misuse of photographs and videos of our students, and have the
following measures in place:
•

Withholding information that might allow identification of you without explicit consent for this

•

Upholding the standards set out in The Spencer Academies Trust Use of Digital Images Policy.

[Academy] is part of a group of academies called The Spencer Academies Trust, called ‘the Trust’ here.
The Trust or Academy may provide photographs and videos to the media, or the Trust or Academy may be visited
by the media who will take videos and photographs. When these have been submitted to or taken by the media
the Trust has no control over these.
Student Name:
Date of Birth:
Celebrating Your Achievements and Reporting on Events
As a Trust are very proud of the achievements of all of our pupils, and we want to be able to celebrate these
achievements both within the Trust and [Academy] and with others. We may also want to report on significant
events which involve our pupils, such as visits from dignitaries. This will involve providing information about
involvement in certain activities such as sports.
Yes

No

In order to celebrate my achievements, I am happy for the Trust and
Academy to use:
•

1. Photographs of me

•

2. Videos of me

The following information may be used with the above:
•

3. Name

•

4. Class

•

5. Year Group

I am happy for the following information to be used but only without
photographs or videos of me:
•

6. Name
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•

7. Class

•

8. Year Group

I am happy for the information selected above to be used:
•

9. On internal screens which may also be viewed by visitors to the
Academy site and on internal notice boards

•

10. On the Trust and Academy intranet

•

11. As part of Trust and Academy websites

•

12. On Trust and Academy social media sites

•

13. In local news media – newspapers, websites and television

•

14. In national news media – newspapers, websites and television

Promoting the Trust and Academy
We want to be able to promote the Trust and [Academy] to attract new pupils, and to show the quality of
[Academy]. As part of this we want to be able to use photographs and videos of our pupils in promotional
material. This will include our prospectus, on our websites, on social media and where appropriate, may
include taking part in local and national media opportunities.
Yes

No

I am happy for the information selected below to be used for the
purpose of promoting the Trust and [Academy]
•

15. Photographs of me

•

16. Videos of me

The following information may be used with the above:
•

17. Name

•

18. Class

•

19. Year Group

I am happy for the following information to be used but only without
photographs or videos of me:
•

20. Name

•

21. Class

•

22. Year Group

I am happy for the information selected above to be used:
•

23. On the Trust and [Academy] website

•

24. In the Trust and [Academy] prospectus

•

25. For other purposes supporting the work of the Trust or
Academy
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You may change your mind in relation to any of the consents that you have provided at any time. This includes
withdrawing your consent to anything that you have agreed to here.
To withdraw your consent to any of the above, or otherwise amend your position, please write to us at: address.
This consent will otherwise continue until you leave the Academy.
Signed:
Name:
Date:

Consent Form – Workforce Personal data
Dear colleague
During your time with us we will gather information about you which we will use for various purposes. A Privacy
Notice has been provided to you in relation to the use of this information. That Privacy Notice is also available
on The Spencer Academies Trust website.
You will see from that Privacy Notice that in relation to most of what we do with information relating to you we
do not require your consent. In relation to some uses of your information however we do need your consent
and that is the purpose of this form.
We ask that you please carefully consider this consent form, complete it and return it to us. We will not be able
to do any of the following without you having returned this form confirming that you consent to us doing so.
Therefore, if you want us to be able to use this information for these purposes then you must indicate this to us.
You are not required to consent to the use of information in the table below, and if you do not consent then this
will not impact on your position with us.
Promoting The Spencer Academies Trust
We want to be able to promote The Spencer Academies Trust to attract new pupils, and to show the quality of
The Spencer Academies Trust. This may also involve the reporting of events involving The Spencer Academies
Trust such as visits from dignitaries. As part of this we want to be able to use photographs and videos of our
workforce and trainees in promotional material and media reports.
Yes

No

I am happy for the information selected below to be used for the purpose
of promoting The Spencer Academies Trust and reporting on events
involving The Spencer Academies Trust:
•

Photographs of me

•

Videos of me

I am happy for the information selected above to be used:
•

On internal screens which may also be viewed by visitors to the
school site [and/or on internal notice boards]

•

On The Spencer Academies Trust website

•

In The Spencer Academies Trust prospectus

•

In local news media – newspapers, internet and television

•

In national news media – newspapers, internet and television

Your decision in relation to any of the above will not affect your employment or training with The Spencer
Academies Trust in any way, and you are free to refuse your consent in relation to any of these proposed uses.
You may change your mind in relation to any of the above at any time. This includes withdrawing your consent
to anything that you have agreed to.
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To withdraw your consent to any of the above, or otherwise amend your stated position, please write to the
Trust Data Protection Officer Stephen Mitchell care of the team around the DPO via:
k.godfrey@satrust.com
This consent will otherwise continue until your position with The Spencer Academies Trust comes to an end.
Signed:

Name:
Date:
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Appendix H: Emergency Contact Form
School / Academy / Trust Name / Logo

EMERGENCY CONTACT DETAILS
Pupil Information
Pupil Name…………………………………………………… Date of Birth………………………….….
Home address………………………………………………………………………………………………...
Parent(s) / Carer(s) Information

Parent / Carer One’s name…………….……………………………………………………………………
Home address (if different from above)…………………………………………………………….……
Home Tel. No………………………………………….. Mobile……………………………………………
E‐Mail Address ………………………………………………………………………………………………

Parent / Carer Two’s name…………….……………………………………………………………………
Home address (if different from above).…………………………………………………………………
…………………………………………………………………………………………………………………..
Home Tel. No………………………………………….. Mobile……………………………………………
E‐Mail Address ………………………………………………………………………………………………

Additional Emergency Contacts
Additional Contact One…………….………………………………….…………..…………………………
Address ………………………………………………………….…………………..…………………….……
Emergency Telephone No…………………………………………………….……………………………..
Relationship to Pupil…………………………………………………………………………………………
E‐Mail Address ………………………………………………………………………………………………

Additional Contact One…………….………………………………….…………..…………………………
Address ………………………………………………………….…………………..…………………….……
Emergency Telephone No…………………………………………………….……………………………..
Relationship to Pupil…………………………………………………………………………………………
E‐Mail Address ………………………………………………………………………………………………

Please set out the priority in which you wish the above named individuals to be contacted:
1…………………………………………………………..……………………………………………………
2……………………………………………………………………..…………………………………………
3………………………………………………………………..………………………………………………
4.…………………………………………………………………………….…………………………………
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Form completed by
Name:………………………………………………………………………………………………………

I confirm that I have sought the agreement of each of the above named individuals to be named as an
emergency contact for [Child’s name] and their consent before sharing their personal data as set out above
with the [Trust/Academy/School] for this purpose.

Signature:………………………………………………………………………………………………….
Date:………………………………………………………………………………………………………..

70

Appendix I: Data Breach Notification Policy
Policy Statement
•
•
•

The Spencer Academies Trust is committed to the protection of all personal data and special category
personal data for which we are the data controller.
The law imposes significant fines for failing to lawfully process and safeguard personal data and failure
to comply with this policy may result in those fines being applied.
All members of our workforce must comply with this policy when processing personal data on our behalf.
Any breach of this policy may result in disciplinary or other action.

About this policy
•
•
•
•

•

This policy informs all of our workforce on dealing with a suspected or identified data security breach.
In the event of a suspected or identified breach, The Spencer Academies Trust must take steps to
minimise the impact of the breach and prevent the breach from continuing or reoccurring.
Efficient internal management of any breach is required, to ensure swift and appropriate action is taken
and confidentiality is maintained as far as possible.
The Spencer Academies Trust must also comply with its legal and contractual requirements to notify other
organisations including the Information Commissioners Office (“the ICO”) and where appropriate data
subjects whose personal data has been affected by the breach. This includes any communications with
the press.
Failing to appropriately deal with and report data breaches can have serious consequences for The
Spencer Academies Trust and for data subjects including:
‐ identity fraud, financial loss, distress or physical harm;
‐ reputational damage to The Spencer Academies Trust; and
‐ fines imposed by the ICO.

Definition of data protection terms
All defined terms in this policy are indicated in bold text, and a list of definitions is included in Annex 2 to this
policy.

Identifying a Data Breach
A data breach is a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data.
This could be the result of a breach of cyber security, such as a hack or virus, or it could be the result of a breach
of physical security such as loss or theft of a mobile device or paper records. A data breach includes loss of data
and so does not have to be the result of a conscious effort of a third party to access the data. Some examples of
potential data breaches are listed below:
•
•
•
•
•
•

Leaving a mobile device on a train;
Theft of a bag containing paper documents;
Destruction of the only copy of a document; and
Sending an email or attachment to the wrong recipient; and
Using an unauthorised email address to access personal data; and
Leaving paper documents containing personal data in a place accessible to other people.

Reporting a data breach upon discovery
If any member of our workforce suspects, or becomes aware, that a data breach may have occurred (either by
them, another member of our workforce, a data processor, or any other individual) then they must contact the
Trust Data Protection Officer (“the DPO”) Stephen Mitchell immediately at: stephenmitchell@satrust.com. The
DPO will be supported in understanding any breach in school by the team around the DPO, including the data
link staff member in school.
The data breach may need to be reported to the ICO and notified to data subjects. This will depend on the risk
to data subjects. The DPO must always be consulted in making a decision as to whether to report a data breach
to the ICO. Initial investigations will inform as to whether the data breach should be reported.
If it is considered to be necessary to report a data breach to the ICO then The Spencer Academies Trust must do
so within 72 hours of discovery of the breach.
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The Spencer Academies Trust may also be contractually required to notify other organisations of the breach
within a period following discovery.
It is therefore critically important that whenever a member of our workforce suspects that a data breach has
occurred, this is reported internally to the DPO immediately.
Members of our workforce who fail to report a suspected data breach could face disciplinary or other action.

Investigating a suspected data breach
In relation to any suspected data breach the following steps must be taken as soon as possible. These do not
have to be carried out as individual tasks, and the most appropriate way of dealing with any breach will depend
on the nature of the breach and the information available at any time.

Breach minimisation
The first step must always be to identify how the data breach occurred, the extent of the data breach, and how
this can be minimised. The focus will be on containing any data breach, and recovering any personal data.
Relevant departments must be involved, such as IT, to take technical and practical steps where appropriate to
minimise the breach. Appropriate measures may include:
•
•
•
•

remote deactivation of mobile devices;
shutting down IT systems;
contacting individuals to whom the information has been disclosed and asking them to delete the
information; and
recovering lost data.

Breach investigation
When The Spencer Academies Trust has taken appropriate steps to minimise the extent of the data breach it
must commence an investigation as soon as possible to understand how and why the data breach occurred. This
is critical to ensuring that a similar data breach does not occur again and to enable steps to be taken to prevent
this from occurring.
Technical steps are likely to include investigating, using IT forensics where appropriate, to examine processes,
networks and systems to discover:
•
•
•
•

what data/systems were accessed;
how the access occurred;
how to fix vulnerabilities in the compromised processes or systems;
how to address failings in controls or processes.

Other steps are likely to include discussing the matter with individuals involved to appreciate exactly what
occurred and why and reviewing policies and procedures.

Breach analysis
In order to determine the seriousness of a data breach and its potential impact on data subjects, and so as to
inform The Spencer Academies Trust as to whether the data breach should be reported to the ICO and notified
to data subjects, it is necessary to analyse the nature of the data breach.
Such an analysis must include:
•
•
•
•
•

the type and volume of personal data which was involved in the data breach;
whether any special category personal data was involved;
the likelihood of the personal data being accessed by unauthorised third parties;
the security in place in relation to the personal data, including whether it was encrypted;
the risks of damage or distress to the data subject.

The breach notification form annexed to this policy must be completed in every case of a suspected breach, and
retained securely, whether or not a decision is ultimately made to report the data breach. This will act as
evidence as to the considerations of The Spencer Academies Trust in deciding whether or not to report the
breach.

External communication
All external communication is to be managed and overseen by the DPO and/or Principal or Acting Principal.
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Law Enforcement
The DPO and/or Principal will assess whether the data breach incident requires reporting to any law
enforcement agency, including the police. This will be informed by the investigation and analysis of the data
breach, as set out above.
DPO and/or Principal shall coordinate communications with any law enforcement agency.

Other organisations
If the data breach involves personal data which we process on behalf of other organisations then we may be
contractually required to notify them of the data breach.
The Spencer Academies Trust will identify as part of its investigation of the data breach whether or not this is
the case and any steps that must be taken as a result.

Information Commissioner’s Office
If The Spencer Academies Trust is the data controller in relation to the personal data involved in the data breach,
which will be the position in most cases, then The Spencer Academies Trust has 72 hours to notify the ICO if the
data breach is determined to be notifiable.
A data breach is notifiable unless it is unlikely to result in a risk to the rights and freedoms of any individual. The
DPO will make an assessment of the data breach against the following criteria taking into account the facts and
circumstances in each instance:
•
•
•
•
•

the type and volume of personal data which was involved in the data breach;
whether any special category personal data was involved;
the likelihood of the personal data being accessed by unauthorised third parties;
the security in place in relation to the personal data, including whether it was encrypted;
the risks of damage or distress to the data subject.

If a notification to the ICO is required then see part 7 of this policy below.

Other supervisory authorities
If the data breach occurred in another country or involves data relating to data subjects from different countries
then the DPO will assess whether notification is required to be made to supervisory authorities in those
countries.

Data subjects
When the data breach is likely to result in a high risk to the rights and freedoms of the data subjects then the
data subject must be notified without undue delay. This will be informed by the investigation of the breach by
The Spencer Academies Trust.
The communication will be coordinated by the DPO and will include at least the following information:
•
•
•
•

a description in clear and plain language of the nature of the data breach;
the name and contact details of the DPO;
the likely consequences of the data breach;
the measures taken or proposed to be taken by The Spencer Academies Trust to address the data breach
including, where appropriate, measures to mitigate its possible adverse effects.

There is no legal requirement to notify any individual if any of the following conditions are met:
•
•
•

appropriate technical and organisational protection measures had been implemented and were applied
to the data affected by the data breach, in particular, measures which render the data unintelligible to
unauthorised persons (e.g. encryption);
measures have been taken following the breach which ensure that the high risk to the rights and
freedoms of the data subject is no longer likely to materialise;
it would involve disproportionate effort to contact individuals. In which case a public communication or
similar equally effective measure of communication to the data subjects shall be issued.

For any data breach, the ICO may mandate that communication is issued to data subjects, in which case such
communication must be issued.

Press
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Staff shall not communicate directly with the press and shall treat all potential data breaches as confidential
unless otherwise instructed in writing by the DPO. All press enquiries shall be directed to the Head of Governance
at k.godfrey@satrust.com.

Producing an ICO Breach Notification Report
•
•
•
•
•
•

All members of our workforce are responsible for sharing all information relating to a data breach with
the DPO, which will enable the annexed Breach Notification Report Form to be completed.
When completing the attached Breach Notification Report Form all mandatory (*) fields must completed,
and as much detail as possible should be provided.
The DPO may require individuals involved in relation to a data breach to each complete relevant parts of
the Breach Notification Form as part of the investigation into the data breach.
If any member of our workforce is unable to provide information when requested by the DPO then this
should be clearly reflected in the Breach Notification Form together with an indication as to if and when
such information may be available.
In the wake of a data protection breach, swift containment and recovery of the situation is vital. Every
effort should be taken to minimise the potential impact on affected individuals, and details of the steps
taken to achieve this should be included in this form.
The ICO requires that The Spencer Academies Trust send the completed Breach Notification Form to
casework@ico.org.uk, with ‘DPA breach notification form’ in the subject field, or by post to: The
Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

Evaluation and response
Reporting is not the final step in relation to a data breach. The Spencer Academies Trust will seek to learn from
any data breach.
Therefore, following any breach an analysis will be conducted as to any steps that are required to prevent a
breach occurring again. This might involve a step as simple as emailing all relevant members of our workforce
to reinforce good practice, or providing additional training, or may in more serious cases require new technical
systems and processes and procedures to be put in place.
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ANNEX 1 – ICO Breach Notification Report
1.

Organisation Details
Name of Organisation
Data controller’s registration number (if
applicable).
DPO
Contact Details

2.

Details of the data protection breach

Set out the details of the breach and ensure that all mandatory (*) fields are completed.
(a)

* Please describe the incident in as much detail as possible.

(b)

* When did the incident happen?

(c)

* How did the incident happen?

(d)

If there has been a delay in reporting the incident to the ICO please explain your reasons for this.
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(e)

What measures did the organisation have in place to prevent an incident of this nature occurring?

(f)
Please provide extracts of any policies and procedures considered relevant to this incident, and
explain which of these were in existence at the time this incident occurred. Please provide the dates on
which they were implemented.

3.

Details of the Personal Data placed at risk

Set out the details of the personal data placed at risk as a result of the breach and ensure that all mandatory
(*) fields are completed.

(a)
* What personal data has been placed at risk? Please specify if any financial or special category
(sensitive) personal data has been affected and provide details of the extent.

(b)

* How many individuals have been affected?

(c)

* Are the affected individuals aware that the incident has occurred?

(d)

* What are the potential consequences and adverse effects on those individuals?

(e)

Have any affected individuals complained to the School / Trust about the incident?
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4.

Containment and recovery

Set out the details of any steps the School / Trust has taken to contain the breach and/or to recover the
personal data and ensure that all mandatory (*) fields are completed.

(a)
* Has The Spencer Academies Trust taken any action to minimise/mitigate the effect on the
affected individuals? If so, please provide details.

(b)
* Has the data placed at risk now been recovered? If so, please provide details of how and when
this occurred.

(c)

5.

What steps has The Spencer Academies Trust taken to prevent a recurrence of this incident?

Training and guidance

Set out the details of any steps The Spencer Academies Trust has taken to contain the breach and/or to
recover the personal data and ensure that all mandatory (*) fields are completed.

(a)
As the data controller, does The Spencer Academies Trust provide its staff with training on the
requirements of Data Protection Legislation? If so, please provide any extracts relevant to this incident
here.

(b)
Please confirm if training is mandatory for all staff. Had the staff members involved in this incident
received training and if so when?
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(c)
As the data controller, does The Spencer Academies Trust provide any detailed guidance to staff on
the handling of personal data in relation to the incident you are reporting? If so, please provide any extracts
relevant to this incident here.

6.

Previous contact with the ICO

(a)

* Have you reported any previous incidents to the ICO in the last two years?

YES / NO

(b)
If the answer to the above question is yes, please provide: brief details, the date on which the
matter was reported and, where known, the ICO reference number.

7.

Miscellaneous

(a)
Have you notified any other (overseas) data protection authorities about this incident? If so, please
provide details.

(b)
Have you informed the Police about this incident? If so, please provide further details and specify
the Force concerned.
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(c)

Have you informed any other regulatory bodies about this incident? If so, please provide details.

(d)

Has there been any media coverage of the incident? If so, please provide details of this.

This form was completed on behalf of The Spencer Academies Trust by:
Name:…………………………………………………………………………………………………..
Role:……………………………………………………………………………………………………..

Date and Time:…………………………
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Appendix J: Procedure for receiving and responding to Subject Access Requests
Introduction
All Data Subjects have rights of access to their personal data. This document sets out the procedure to be
followed in relation to any requests made for the disclosure of personal data processed by The Spencer
Academies Trust.

Recognising a subject access request
As The Spencer Academies Trust processes personal data concerning data subjects, those data subjects have
the right to access that personal data under Data Protection law. A request to access this personal data is
known as a subject access request or SAR.
A data subject is generally only entitled to access their own personal data, and not to information relating to
other people.
Any request by a data subject for access to their personal data is a SAR. This includes requests received in
writing, by email, and verbally.
If any member of our Workforce receives a request for information they should inform the Data Protection
Officer (“DPO”) as soon as possible.
In order that The Spencer Academies Trust is properly able to understand the nature of any SAR and to verify
the identity of the requester, any requester making a request verbally should be asked to put their request in
writing and direct this to the DPO.
A SAR will be considered and responded to in accordance with the Data Protection Law.
Any SAR must be notified to the DPO at the earliest opportunity.

Verifying the identity of a Requester
The Spencer Academies Trust is entitled to request additional information from a requester in order to verify
whether the requester is in fact who they say they are.
Where The Spencer Academies Trust has reasonable doubts as to the identity of the individual making the
request, evidence of identity may be established by production of two or more of the following:
•

Current passport

•

Current driving licence

•

Recent utility bills with current address

•

Birth/marriage certificate

•

P45/P60

•

Recent credit card or mortgage statement

If The Spencer Academies Trust is not satisfied as to the identity of the requester then the request will not be
complied with, so as to avoid the potential for an inadvertent disclosure of personal data resulting to a data
breach.

Fee for Responding to Requests
The Spencer Academies Trust will usually deal with a SAR free of charge.
Where a request is considered to be manifestly unfounded or excessive a fee may be requested. Alternatively
The Spencer Academies Trust may refuse to respond to the request. If a request is considered to be manifestly
unfounded or unreasonable The Spencer Academies Trust will inform the requester why this is considered to
be the case.
A fee may also be requested in relation to repeat requests for copies of the same information. In these
circumstances a reasonable fee will be charged taking into account the administrative costs of providing the
information.

Time Period for Responding to a SAR
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The Spencer Academies Trust has one month to respond to a SAR. This will run from the later of a. the date of
the request, b. the date when any additional identification (or other) information requested is received, or c.
payment of any required fee.
In circumstances where The Spencer Academies Trust is in any reasonable doubt as to the identity of the
requester, this period will not commence unless and until sufficient information has been provided by the
requester as to their identity, and in the case of a third party requester the written authorisation of the data
subject has been received (see below in relation to sharing information with third parties).
The period for response may be extended by a further two calendar months in relation to complex requests.
What constitutes a complex request will depend on the particular nature of the request. The DPO must always
be consulted in determining whether a request is sufficiently complex as to extend the response period.
Where a request is considered to be sufficiently complex as to require an extension of the period for response,
The Spencer Academies Trust will notify the requester within one calendar month of receiving the request,
together with reasons as to why this is considered necessary.
A request may be received during or less than one month prior to a school holiday. Where a request is made
prior to a holiday period The Spencer Academies Trust will seek to respond prior to that holiday commencing,
however where this is not possible then The Spencer Academies Trust will inform the requester that this is the
case.
Requests received during extended holiday periods may not be able to be responded to within the one month
response period. The Spencer Academies Trust will in those circumstances send out an initial
acknowledgement of the request as set out in Annex 1, followed by a further acknowledgment as soon as
possible following commencement of the next term setting out details of when a full response will be provided
(being not more than one month of commencement of that term).

Form of Response
A requester can request a response in a particular form. In particular where a request is made by electronic
means then, unless the requester has stated otherwise, the information should be provided in a commonly
readable format.

Sharing Information with Third Parties
Data subjects can ask that you share their personal data with another person such as an appointed
representative (in such cases you should request written authorisation signed by the data subject confirming
which of their personal data they would like you to share with the other person).
Equally if a request is made by a person seeking the personal data of a data subject, and which purports to be
made on behalf of that data subject, then a response must not be provided unless and until written
authorisation has been provided by the data subject. The Spencer Academies Trust should not approach the
data subject directly but should inform the requester that it cannot respond without the written authorisation
of the data subject.
If The Spencer Academies Trust is in any doubt or has any concerns as to providing the personal data of the
data subject to the third party, then it should provide the information requested directly to the data subject. It
is then a matter for the data subject to decide whether to share this information with any third party.
Personal data belongs to the data subject, and in the case of the personal data of a child regardless of their
age the rights in relation to that personal data are theirs and not those of their parents. Parents, in most cases,
do not have automatic rights to the personal data of their child.
However there are circumstances where a parent can request the personal data of their child without
requiring the consent of the child. This will depend on the maturity of the child and whether The Spencer
Academies Trust is confident that the child can understand their rights. Generally where a child is under 12
years of age they are deemed not to be sufficiently mature as to understand their rights of access and a parent
can request access to their personal data on their behalf.
In relation to a child 12 years of age or older, then provided that The Spencer Academies Trust is confident
that they understand their rights, and there is no reason to believe that the child does not have the capacity to
make a request on their own behalf, The Spencer Academies Trust will require the written authorisation of the
child before responding to the requester, or provide the personal data directly to the child in accordance with
the process above.
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In all cases The Spencer Academies Trust should consider the particular circumstances of the case, and the
above are guidelines only.

Withholding Information
There are circumstances where information can be withheld pursuant to a SAR. These are specific exemptions
and requests should be considered on a case by case basis.
Where the information sought contains the personal data of third party data subjects then The Spencer
Academies Trust will:
•

Consider whether it is possible to redact information so that this does not identify those third parties,
taking into account that it may be possible to identify third parties from remaining information;

•

If this is not possible, consider whether the consent of those third parties can be obtained; and

•

If consent has been refused, or it is not considered appropriate to seek that consent, then to consider
whether it would be reasonable in the circumstances to disclose the information relating to those third
parties. If it is not then the information may be withheld.

So far as possible The Spencer Academies Trust will inform the requester of the reasons why any information
has been withheld.
Where providing a copy of the information requested would involve disproportionate effort The Spencer
Academies Trust will inform the requester, advising whether it would be possible for them to view the
documents at The Spencer Academies Trust or seeking further detail from the requester as to what they are
seeking, for example key word searches that could be conducted, to identify the information that is sought.
In certain circumstances information can be withheld from the requester, including a data subject, on the
basis that it would cause serious harm to the data subject or another individual. If there are any concerns in
this regard then the DPO should be consulted.

Process for dealing with a Subject Access Request
When a subject access request is received, The Spencer Academies Trust will:
•

notify the [DPO who will be responsible for managing the response] and relevant department heads;

•

[subject to para 6.6 above,] acknowledge receipt of the request and provide an indication of the likely
timescale for a response within 5 working days (see template at Annex 3);

•

take all reasonable and proportionate steps to identify and disclose the data relating to the request;

•

never delete information relating to a subject access request, unless it would have been deleted in the
ordinary course of events – it is an offence to amend or delete data following receipt of a SAR that
would not have otherwise been so amended or deleted;

•

consider whether to seek consent from any third parties which might be identifiable from the data
being disclosed;

•

seek legal advice, where necessary, to determine whether The Spencer Academies Trust is required to
comply with the request or supply the information sought;

•

provide a written response, including an explanation of the types of data provided and whether and as
far as possible for what reasons any data has been withheld (see template at Annex 4); and

•

ensure that information disclosed is clear and technical terms are clarified and explained.
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Annex 1 – SAR Acknowledgement
(For use over holidays when the School is closed for over a month)

[On headed notepaper of data controller]
[ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [DATA SUBJECT],
Acknowledgement of your data subject access request dated [DATE OF REQUEST] and notification that the
[School/ Academy] is currently closed.
We write further to your request for details of personal data which we received on [DATE OF REQUEST]. As
advised in [INSERT HERE HOW AND WHEN THE DATA SUBJECT WAS ADVISED OF THE DATES THE SCHOOL
WOULD BE CLOSED] the [School/Academy] is [closing / closed] from xx July 20xx until xx September 20xx.
Accordingly, the information you have requested is not accessible, and we will unfortunately not be able to
comply with your request within one month. [OR We are unfortunately only able to provide you with the
enclosed information as the remainder of the information is not accessible]
The [School / Academy] will be reopening on xx September 20xx when your request will be formally
acknowledged, and you will be informed about the timeframe in which a full response to your request will be
provided. We apologise for any inconvenience this may cause and will contact you again on xx September
20xx.
Yours sincerely,
[NAME OF SENDER]
For and on behalf of The Spencer Academies Trust
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Annex 3 – SAR Acknowledgment Template
[On headed notepaper of data controller]
[|ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [NAME OF DATA SUBJECT],
Acknowledgment of your data subject access request
Reference: [DATA SUBJECT ACCESS REQUEST REFERENCE NUMBER]
I write to acknowledge receipt of your request for personal information which we are responding to under
article 15 of the General Data Protection Regulation.
[I also acknowledge receipt of your [IDENTIFICATION] as confirmation of your identity.]
Your request was received on [DATE] and, unless there are grounds for extending the statutory deadline of one
calendar month, we expect to be able to give you a response by [DATE].
The reference for your request is [REFERENCE NUMBER], please quote this on all correspondence concerning
this request.
Yours sincerely,
[NAME OF SENDER]
For and on behalf of The Spencer Academies Trust
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Annex 4 – SAR Response Template
[On headed notepaper of data controller]
[ADDRESSEE]
[ADDRESS LINE 1]
[ADDRESS LINE 2]
[POSTCODE]
[DATE]
Dear [DATA SUBJECT],
Response to your data subject access request dated [DATE OF REQUEST]
We write further to your request for details of personal data which we hold [and our acknowledgment of
[DATE WHEN REQUEST FIRST ACKNOWLEDGED BY LETTER]].
We enclose all of the data to which you are entitled under the General Data Protection Regulation (GDPR), in
the following format:
[DETAILS OF FORMAT IN WHICH DATA IS PROVIDED, WITH REASONS FOR CHOOSING THE FORMAT: PAPER
COPIES OR ELECTRONIC COPIES ON A CD OR MEMORY STICK OR A NEW DOCUMENT WHICH HAS BEEN
CREATED AND SETS OUT THE INFORMATION THAT CONSTITUTES PERSONAL DATA. WHERE THE SAR WAS
MADE BY ELECTRONIC MEANS THE RESPONSE SHOULD BE PROVIDED IN A COMMONLY USED ELECTRONIC
FORM.]
We have contacted the following departments and individuals in order to locate personal data held which is
within the scope of a data subject access request under article 15 of the GDPR:
[LIST OF DEPARTMENTS AND METHODOLOGY FOR IDENTIFYING PERSONAL DATA]
We can confirm the following in relation to the areas covered under article 15 of the GDPR and data existing
on the date when your request was made:
The purposes for which the personal data is processed:
[LIST OF PURPOSES]
The recipients or classes of recipients of personal data to whom the data has been or will be disclosed and the
location of any recipients outside the EEA:
[LIST OF RECIPIENTS (BY NAME OR GENERIC CLASS) TO WHOM DATA DISCLOSED. NOTE WHICH COUNTRIES
NON‐EEA RECIPIENTS PROCESS DATA IN AND STATE THE ARTICLE 46 SAFEGUARDS IN PLACE.]
The categories of personal data concerned:
[LIST CATEGORIES]
The envisaged period for which the personal data will be stored, or the criteria used to determine that period:
[LIST RETENTION PERIODS]
Any information available to [DATA CONTROLLER] as to the source of the data:
[SOURCES OF DATA HELD]
[The following automated decision making is applied to the personal data:
[IDENTIFY AUTOMATED DECISION MAKING INCLUDING PROFILING AND PROVIDE MEANINGFUL INFORMATION
ABOUT THE LOGIC INVOLVED AS WELL AS THE SIGNIFICANCE AND THE ENVISAGED CONSEQUENCES OF SUCH
PROCESSING FOR THE DATA SUBJECT]
You have the following rights under the GDPR.
•

The right to request rectification of inaccurate personal data;

•

In limited circumstances, the right to:
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‐

request erasure of the personal information; request restriction of processing of the personal
information; or object to the processing of the personal information.

[You will note that some of the information has been redacted. The reason for this is that the redacted
information relates to [a] third part[y/ies] who have not consented to the sharing of their information with
you].
[Some information has not been provided as it is covered by the following exemptions: LIST EXEMPTIONS
APPLIED]
If you are unhappy with this response, and believe The Spencer Academies Trust has not complied with
legislation, please ask for a review by [following our complaints process; details can be found on our website at
[LINK] OR by contacting Stephen Mitchell at stephenmitchell@satrust.com.
If you still remain dissatisfied following an internal review, you can appeal to the Information Commissioner,
who oversees compliance with data protection law. You should write to: Customer Contact, Information
Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF.

Yours sincerely,
[NAME]

[For and on behalf of The Spencer Academies Trust]
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Appendix K: Roles and Responsibilities
DPO

Principals

Responsible for:
-

Informing the Trust (as data controller) and member schools of their obligations
in respect of data protection under the GDPR and other relevant legislation.

-

Documenting all data processing activities carried out by the Trust, including any
data breaches that occur and remedial actions taken.

-

Reviewing policies and practices within the Trust in relation to the protection of
personal data. This will include assignment of responsibilities, awareness raising
and training of staff involved in processing operations and any related audits.

-

Reviewing any contracts/arrangements with third parties processing personal
data for the Trust to ensure compliance with obligations under the GDPR and
other relevant legislation.

-

Aiding the Trust with implementing new processes or measures to comply with
the GDPR, to include providing advice on and undertaking Data Protection Impact
Assessments where appropriate.

-

Providing advice to the Trust on matters regarding compliance with GDPR where
appropriate or requested.

-

Keeping knowledge of law and practice in respect of data protection and
information law up to date including identifying and attending appropriate
training as agreed by management.

-

Introducing processes to keep up to date with the all relevant legislation ensuring
compliance with the law at all times.

-

Responding to data subjects in a timely manner and answering questions they
may have on their personal data.

-

Assisting/overseeing any response to requests from data subjects relating to
their rights in respect of their personal data in a timely manner and within the
timeframes specified by law, including but not limited to Subject Access
Requests.

-

Monitoring performances by undertaking internal audits and where necessary
data impact assessments and using the audits/assessments to feedback to the
Trust recommending improvements.

-

Acting as the direct contact with the Information Commissioner’s Office (ICO) as
necessary, including but not limited to any direct enquiries from the ICO or
reporting any reportable breaches.

-

Reporting directly to the Board of Directors

-

Cooperating with the Board of Directors to achieve compliance (this includes
prior consultation before introducing certain measures if appropriate).

-

Having due regard of the risk associated with processing personal data and take
into account the nature, scope, context and purposes of processing.

Responsible for:
-

Working with the DPO and team around the DPO to ensure that GDPR practice
and information governance in schools meets the required standard
Ensuring that information governance is integrated to all elements of school
practice and is considered as part of new contract agreement or service design
Ensuring that FOI requests, SARs or other live information governance issues are
referred to the team around the DPO
Supporting any investigation of reported breach or standards in school
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Data lead in
school

-

Ensuring that information security and governance policies are observed
throughout the school

-

Acting as the key point of contact for completion of information governance
registers, distribution of all staff training programmes and consents
Attend additional training and network meetings as required
Ensuring that encryption and data in transit protections are properly observed
in school
Take responsibility for the deletion schedule in school, managing continuous
secured shredding and disposal of documents and an annual review of stored
information for the purpose of disposing of data which can no longer be
legitimately held
Notify the team around the DPO of any changes in school which should be
considered against information governance requirements including negotiation
of new contracts, process changes and staffing
Maintain close contact with central HR and finance functions, and take in school
responsibility for ensuring any access to sensitive data is suspended on contract
end, and that the Onboarding / Offboarding process for staff is otherwise
observed

-

-

Data link
governors

-

All staff

-

LGBs are encouraged to appoint a data link governor to provide information
governance oversight
Undertake a yearly learning walk to ensure information security and other
systems meet expectations, using the suggested data checklist in the
Governance Handbook
Support good information governance practice across the Trust, complying with
data protection law and Trust policies at all times
To ensure that any potential information breach is reported to the DPO and to
support any investigation where required
To undertake training at an appropriate level, seeking further guidance where
required
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Appendix L: GDPR Glossary
A glossary of common terms and definitions used in the GDPR is available at https://www.eugdpr.org/glossary‐
of‐terms.html
Consent‐ freely given, specific, informed and explicit consent by statement or action signifying agreement to
the processing of their personal data
Data Controller ‐ the entity that determines the purposes, conditions and means of the processing of personal
data
Data Erasure ‐ also known as the Right to be Forgotten, it entitles the data subject to have the data controller
erase his/her personal data, cease further dissemination of the data, and potentially have third parties cease
processing of the data
Data Portability ‐ the requirement for controllers to provide the data subject with a copy of his or her data in a
format that allows for easy use with another controller (more info here)
Data Processor ‐ the entity that processes data on behalf of the Data Controller
Data Protection Authority ‐ national authorities tasked with the protection of data and privacy as well as
monitoring and enforcement of the data protection regulations. In the UK the DPA is the Information
Commissioner’s Office or ICO
Data Protection Officer ‐ an expert on data privacy who works independently to ensure that an entity is
adhering to the policies and procedures set forth in the GDPR (more info here)
Encrypted Data ‐ personal data that is protected through technological measures to ensure that the data is
only accessible/readable by those with specified access
Filing System ‐ any specific set of personal data that is accessible according to specific criteria, or able to be
queried
Personal Data ‐ any information related to a natural person or ‘Data Subject’, that can be used to directly or
indirectly identify the person
Personal Data Breach ‐ a breach of security leading to the accidental or unlawful access to, destruction,
misuse, etc. of personal data
Privacy by Design ‐ a principle that calls for the inclusion of data protection from the onset of the designing of
systems, rather than an addition
Privacy Impact Assessment ‐ a tool used to identify and reduce the privacy risks of entities by analysing the
personal data that are processed and the policies in place to protect the data
Processing ‐ any operation performed on personal data, whether or not by automated means, including
collection, use, recording, etc.
Profiling ‐ any automated processing of personal data intended to evaluate, analyse, or predict data subject
behavior
Pseudonymisation ‐ the processing of personal data such that it can no longer be attributed to a single data
subject without the use of additional data, so long as said additional data stays separate to ensure non‐
attribution
Recipient ‐ entity to which the personal data are disclosed
Right to be Forgotten ‐ also known as Data Erasure, it entitles the data subject to have the data controller
erase his/her personal data, cease further dissemination of the data, and potentially have third parties cease
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processing of the data
Right to Access ‐ also known as Subject Access Right, it entitles the data subject to have access to and
information about the personal data that a controller has concerning them
Subject Access Right ‐ also known as the Right to Access, it entitles the data subject to have access to and
information about the personal data that a controller has concerning them
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